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A rich stream of papers and many good books have been written on
cryptography, security, and privacy, but most of them assume a scholared
reader who has the time to start at the beginning and work their way through
the entire text. The goal of the Encyclopedia of Cryptography, Security, and
Privacy, Third Edition is to make important notions of cryptography, security,
and privacy accessible to readers who have an interest in particular concepts
related to these areas, but lack the time to study one of the many books in
these areas or prefer a guided introduction to a particular subject.

The third edition is intended as a replacement of Encyclopedia of Cryp-
tography and Security, Second Edition that was edited by Henk van Tilborg
and Sushil Jajodia and published by Springer in 2011. The goal of the third
edition is to enhance the earlier edition in several important and interesting
ways. First, as noticeable already from the title of the encyclopedia, coverage
has been expanded with special emphasis to the area of privacy. Second,
entries of the second edition have been updated when needed to keep pace
with the advancement of the state of the art. Third, considering the fast pace
at which information and communication technology is evolving and has
evolved drastically since the second edition, new entries have been introduced
to provide an extensive view and include coverage of several newer topics.
This third edition provides a comprehensive reference to 1067 topics in the
broad field of cryptography, security, and privacy; compared to the second
edition where the reader can find 750 new (either revised or newly added)
entries.

This Encyclopedia is available not only as a printed volume but as an
online reference work as well. The print publication includes an index of
subjects and of authors. This Encyclopedia has an home page at Encyclopedia
of Cryptography, Security and Privacy ISpringerLink where it is available
online. The online edition is an XML e-Reference searchable version that
allows cross-references. Moreover, the online edition will also allow us to
make regular updates as new trends and terms arise.
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We would like to acknowledge several individuals who made this Encyclo-
pedia possible. First and foremost, we would like to extend our sincerest
thanks to the members of the editorial board and all the authors for their
hard work. We are grateful to Daniel Diwakar of Springer Nature India who
assisted us with every aspect of preparing this Encyclopedia, from collection
of entries to dealing with editors and authors and various format-related issues
in preparation of the printed volume. Last, but certainly not the least, thanks
are due to our publisher, Susan Lagerstrom-Fife of Springer Nature, for her
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