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Abstract

Quantum key distribution (QKD) is a technique used to establish a secure communication channel between two
parties, known as Alice and Bob. The security of QKD is based on the principles of quantum mechanics, which allow
for the creation of a shared secret key that cannot be intercepted by an eavesdropper, known as Eve. The shared secret
key can then be used to encrypt and decrypt messages sent between Alice and Bob. QKD is a promising technology
for secure communication because it offers unconditional security, which means that the laws of physics guarantee the
security of communication. This contrasts classical encryption methods, which rely on the computational difficulty
of specific mathematical problems and can be theoretically broken with enough computing power. QKD is performed
with an exchange of qubits that are typically encoded into single photon-level pulses that limit the maximum distance
of communication in the terrestrial network. Satellite links could offer a solution to enable communication over long
distances by taking advantage of the low attenuation of the free-space channel and satellite mobility. The aim of
the QUANGO project is the design of a low-earth orbit constellation of 12U-CubeSats with combined capabilities
for communication secured by QKD and 5G connection for the Internet of Things, as well as to develop payloads,
subsystems, and ground stations for such a network and to determine the viability of its implementation. Within the
project QUANGO, we report on the development of a high-speed breadboard-level QKD source realized up to TRL
4 to be evolved into a 3U engineering model, and an optical ground station with a 40 mm German mount telescope
able to collect the optical signal with a pointing, acquisition and tracking system and analyze it through single-mode
fiber injection. The source was developed in two different wavelengths compatible with the TELECOM standard: at
800 nm to reduce the divergence and at 1550 nm to enable daylight communication. Both sources were realized with
an iPOGNAC-based modular scheme that simplified their development, testing, and qualification, especially for space
missions. All the components used for their realization were space-COTS to reduce space qualification costs.
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project [3], short for "QUANtum and 5G cOmmunica-
tion", has embarked on a goal to conceptualize and proto-
type crucial components for satellite communication for
these two technologies.

1. Introduction
The significance of ensuring that information is shared

in our society in a reliable and secure way cannot be over-
stated. In this context, two cutting-edge technologies have
emerged, namely 5G [1] and Quantum Key Distribution
(QKD) [2]. QKD makes it possible for two parties to ex-
change cryptographic keys while maintaining an uncon-
ditional degree of security. These technologies are now
being explored for application in contemporary commu-
nication networks due to their strategic relevance. Fur-
thermore, to attain comprehensive network coverage, the
integration of satellites becomes essential. In January
2021, as part of the Horizon 2020 Research and Inno-
vation initiative of the European Union, the QUANGO
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In this project, the spacecraft is designed to accom-
modate a pair of interrelated payloads: a software-defined
radio payload, meticulously optimized for seamless 5G
Internet of Things (IoT) operations, and a QKD/Optical
payload. A critical mission of the QKD/Optical payload
is to forge a direct optical quantum communication chan-
nel between the satellite and a designated ground sta-
tion. Meanwhile, the 5G IoT payload takes charge of
orchestrating data exchange comprising the QKD post-
processing phase, while also taking on the pivotal role of
establishing the required radio connection. In addition to
its crucial role in QKD services, the 5G IoT payload also
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Fig. 1. From the left we have a system-on-a-chip (SoC) and a laser that is connected to the source realized with
two iPOGNAC:Ss (highlighted in red). iPOGNACs are composed of a half waveplate (HWP), a beam splitter (BS),
a polarization beam splitter (PBS), and a phase modulator (¢-Mod). The first iPOGNAC projects its polarization
into a polarizer (POL) through a sequence of mirrors (M). The source is then connected in free-space to the receiver
(highlighted in blue), which splits the incoming qubits into two bases with a BS and projects them with a cascade of
quarter-waveplate (QWP), HWP, and PBS. The signal is finally injected into fiber injectors (FI) after passing through

a filtering stage (FLT) and reaches the detectors (D).

serves as a bridge connecting energy-efficient and cost-
effective ground-based IoT devices to satellite-based [oT
connectivity services with its communication secured by
QKD.

The implementation of a quantum payload presents
a complex endeavor fraught with various difficult chal-
lenges. The challenge of mitigating losses constitutes a
prominent issue within the domain of QKD, exerting a
pronounced influence on both the efficacy and security
of the protocol. In the context of QKD, information is
encoded within the quantum states of individual photons.
These photons, as they traverse the communication chan-
nel connecting the sender and receiver, are susceptible to
attenuation or loss, resulting in the nonreceipt of a frac-
tion of photons by the intended recipient. Losses present
an impediment in the realm of QKD when juxtaposed
with classical communication. This is primarily due to
two overarching considerations. Firstly, the inability to
bolster the signal’s intensity arises from the inherent de-
sign of quantum communication, which necessitates op-
eration at the single-photon level. Secondly, a pivotal
tenet of quantum communication security, the no-cloning
theorem, precludes the replication or regeneration of the
quantum signal. The advent of a high-frequency Giga-
hertz (GHz) source emerges as a partial panacea to allevi-
ate these losses. While some proportion of photons might
be lost, the heightened emission rate of photons within
the GHz regime compensates for this detriment. Conse-
quently, an adequate number of photons ultimately tra-
verse the communication channel and reach the receiver.
This fortitude in the face of channel losses serves to main-
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tain a commensurately reasonable key generation rate,
thereby preserving the overarching efficacy of the QKD
protocol.

In this paper, we explain the design of the sources for
the project operating at two distinct wavelengths, namely
795 nm and 1550 nm. These sources were tested through
the development of two corresponding receivers (state an-
alyzers). The initial emphasis was on the development
of the 795-nm variant, as detailed in the literature [4,
5], laying the foundation for subsequent advancements in
this project to reach the GHz regime. Then, our efforts
shifted towards the refinement of individual components,
with a particular focus on the 1550 nm version. This
pursuit was motivated by the objective of optimizing the
source’s performance parameters, thereby facilitating op-
eration within the GHz frequency range.

2. Setup
2.1 Sources

We realized a QKD source scheme capable of im-
plementing the three-state one-decoy BB84 protocol [6]
within the near-infrared (NIR) optical band, which con-
sists of a pulsed laser source operating at a repetition
rate of R = 50 MHz, coupled with two iPOGNAC-
based modulation stages (Fig. 1). This scheme was im-
plemented with two gain-switched PM fiber-coupled dis-
tributed feedback lasers at different wavelengths to test
its robustness: the Eagleyard EYP-DFB-0795 and the
Gooch & Housego AA1406-192000-100-PM250-FCA-
NA, which emit light pulses at wavelengths of 795 nm
and 1550 nm respectively.
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For the first stage, the iPOGNAC-based [7] inten-
sity modulator requires a fixed polarization state as in-
put; hence, a PM fiber-based polarizer was introduced
to ensure that the input state was fixed as |D). Subse-
quently, the iPOGNAC settings were modified to achieve
a signal-to-decoy ratio of v/u =~ 0.30, considered opti-
mal for the efficient three-state and one-decoy protocol
for a wide range of total losses (30 dB to 60 dB) relevant
to satellite-based QKD [8]. For the second iPOGNAC
stage, which is assigned to manipulate the polarization of
the qubit, the iPOGNAC settings were modified to intro-
duce a phase shift +7/2. In this way, from an input state
|D), the iPOGNAC is capable of producing circular left
(IL)) and circular right (|R)) states. With this scheme,
we define the key generation basis Z = {|0), |1)}, where
|0) := |L) and |1) := |R), alongside the control basis
X = {[+),]-)}. where | +) := [D) and |-} := | A).

To ensure the appropriate pulse intensities of signal
(1 =~ 0.6) and decoy (v = 0.2), a variable optical attenua-
tor was used. Following this, the light was directed to the
quantum receiver using a free-space channel.

The orchestration of the electronic signals that trigger
the laser pulser and the modulator control signals is gov-
erned by a system-on-a-chip (SoC) incorporating a field-
programmable gate array (FPGA) and a CPU [9]. For the
795 nm source, this system was hosted on a Zedboard by
Avnet, and the control signals were amplified using the
TB-509-84+ and TB-410-84+ from MiniCircuits. For the
1550 nm source, the Zedboard was replaced with an Ultra-
scale ZCU104+ by Xilinx, and the amplifiers replaced by
the DR-VE-10-MO, DR-DG-20-MO and DR-PL-20-MO,
all by iXblue. The ZCU104 is equipped with a number of
transceiver channels capable of sending information at 16
Gbps, which will allow for future improvements in the
repetition rate of the system. On that same note, the am-
plifiers are capable of reaching higher output voltage, and
have a higher bandwith, thus allowing the future increase
in repetition rate.

2.2 State analyzer

To measure the incoming states, we developed a quan-
tum receiver capable of measuring the states of both the
key generation and control basis (Fig. 1). The incoming
polarization-encoded light pulses are first sent through a
30/70 beamsplitter, where each pulse is randomly sent to
one of two branches. Each of the branches works as a pro-
jective measurement on one of the two bases (key genera-
tion and control). To perform the said projective measure-
ment, a half-waveplate and a quarter-waveplate were in-
troduced to rotate the incoming states (| A) and | D) for the
control basis and | L) and | R) for the key generation basis)
into the rectilinear basis, thus mapping |D) (|L)) — |H)
and |A4) (|R)) — |V). After rotation, the states are sent
through a polarization beamsplitter, which transmits all
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Fig. 2. Pictures of the GaliQEye observatory in Padova.

|V') states and reflects all | H) states. The output states of
each branch’s PBS are then sent through a filtering stage,
to be detected by a single photon detector.

2.3 Optical Ground Station

QUANGO uses the GaliQEye observatory of the De-
partment of Information Engineering of the University
of Padova as the optical ground station (OGS) to col-
lect and measure qubits coming from the CubeSat. The
OGS is equipped with a Ritchey-Chrétien F/8§ telescope
with a primary mirror of 40 cm (model: PRO-RC400
by Officina Stellare, 42% linear obstruction due to the
secondary mirror), a German equatorial mount (GEM,
model: Paramount MEII by Software Bisque) with sub-
arcsecond resolution, absolute on-axis encoders, and the
capability of tracking low-earth orbit satellites and a dome
of 3 m of diameter (model: ScopeDome 3M by Scope-
Dome). The observatory control software is TheSkyX pro-
fessional by Software Bisque, on top of which we have
developed in-house routines to improve the tracking capa-
bilities. The telescope has been equipped with a 600 mm
x 600 mm mechanical breadboard mounted on the back
of the primary focus. Two pictures of the GaliQEye ob-
servatory are presented in Fig. 2.

We developed a pointing, acquisition, and tracking
(PAT) system composed of two further subsystems, the
PAT-Coarse and the PAT-Fine units. The PAT-Coarse is
in charge of the raw pointing of the telescope and it is
based on the optical feedback provided by a coarse cam-
era (7 mrad of field-of-view) to the GEM to correct for
the pointing uncertainty due to the two-line elements of
the orbiting terminals. The PAT-Fine unit is in charge of
the injection of the QKD signal at 1550 nm into a single-
mode fiber [10] and exploits a two-stage Adaptive Optics
(AO) system that uses a fast steering mirror (FSM) in a
closed loop with a position-sensitive detector and a de-
formable mirror in a closed loop with a Shack—Hartmann
wavefront sensor. The optical feedback to the AO sys-
tem is provided by the beacon at 850 nm coming from the
CubeSat. The single-mode fiber that contains the QKD
signal is then connected to the state analyzer. The PAT-
Coarse unit and the FSM stage have been tested during
the night by exploiting the Sunlight reflected by orbiting
terminals, such as the International Space Station, attest-
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Fig. 3. Optical pulses peak generated by the quantum
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Fig. 4. QBERSs of the quantum source at 795 nm (on the
left) and 1550 nm (on the right).

ing to a residual pointing error of the order of 10 urad.
The AO system has been tested under laboratory condi-
tions by exploiting a turbulence simulator based on the
usage of a rotating phase plate (by Lexitek).

3. Results

To increase the performance of QKD systems and tar-
get high (1 GHz) repetition rates, the fidelity of shared
quantum states becomes crucial. Analyzing the pulse
shape allows researchers to identify distortions and per-
formances of the entire chain from the transmitter to the
receiver, which could compromise the data fidelity and
trigger higher error rates. By ensuring a well-defined
narrow pulse shape, QKD systems can maintain low er-
ror rates, which are essential for secure high-speed com-
munication. Although they share the same design, the
two sources have completely different implementations,
particularly from the bandwidth perspective. To show
the difference between two bandwidths, the normalized
histogram of detection was calculated while sending a
50 M H z train of pulses from the source. The result is
depicted in Fig.3. Being the first developed, the 795-nm
source reaches a FWHM of 0.92 &+ 0.08 ns limited by the
bandwidth of the FPGA and the laser, and the ~ 100 ps
jitter of the SPADs. The second, which completely re-
places the electronic chain with a higher band one, im-
proves the performance to a FWHM of 83.47 &£ 0.08 ps,
where the residual error is mainly due to the jitter of the
SNSPDs of ~ 35 ps.

To evaluate the discrepancy between the expected and
the actual states of qubits, we measured the Quantum
Bit Error Rate (QBER). High QBER values indicate the
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presence of errors, either due to noise or interference,
which can compromise the security and accuracy of quan-
tum communication protocols. The QBERs for the two
sources were evaluated using a sequence of 1024 sym-
bols transmitted at a frequency of 50 MHz. The proba-
bility distribution for the transmission of states was 70%
for base Z and 30% for base X, while a decoy ratio of
approximately 3 was chosen. To replicate the standard
duration of a low-earth orbit satellite pass, a 15-minute
experiment duration was selected [11]. For both sources,
we obtain an average QBER of Q% = 1.09 & 0.01%,

705 = 0.62 £ 0.05%, Q5 = 1.19 4 0.02%, and
Q7550 = 0.81 £ 0.07% as shown in Fig.4.

4. Conclusions

The performance of the two sources of quantum
key distribution examined in this study has been highly
promising. With a remarkably low QBER of approx-
imately 1%, these sources demonstrate their robustness
and reliability in secure communication applications.

Furthermore, the pulse width observed in the 1550 nm
source has great potential for achieving high bandwidth
performance. This characteristic opens up exciting possi-
bilities for achieving modulation at gigahertz (GHz) fre-
quencies, which is a significant leap forward in the field
of QKD. Such a high-speed modulation capability could
pave the way for more efficient and faster quantum com-
munication systems, enhancing the practicality and versa-
tility of QKD technology.
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