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Cross-Encoded Quantum Key Distribution Exploiting
Time-Bin and Polarization States with Qubit-Based
Synchronization

Davide Scalcon, Costantino Agnesi, Marco Avesani, Luca Calderaro, Giulio Foletto,
Andrea Stanco, Giuseppe Vallone, and Paolo Villoresi*

Robust implementation of quantum key distribution requires precise state
generation and measurements, as well as the choice of an optimal encoding
to minimize channel disturbance. Time-bin encoding represent a good
candidate for fiber links as birefingence does not perturb this kind of states
whereas stable and low-error encoders and decoders are available for
polarization encoding. Here a cross-encoded scheme where high accuracy
quantum states are prepared through a self-compensating, calibration-free
polarization modulator and transmitted using a polarization-to-time-bin
converter is presented. The receiver performs time-of-arrival measurements in
the key-generation basis and converts qubits back to polarization encoding for
measurements in the control basis. Temporal synchronization between the
transmitter and receiver is performed with a qubit-based method that does
not require additional hardware to share a clock reference. The system is
tested in a 12-h run and demonstrates good and stable performance in terms
of key and quantum bit error rates. The flexibility of this approach represents
an important step toward the development of hybrid networks with both
fiber-optic and free-space links.

1. Introduction

Advancements in our ability to detect and manipulate sin-
gle quantum objects has led to the development of quantum
technologies with disruptive potential in many different areas,
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including computing, sensors, simula-
tions, cryptography, and telecommunica-
tions. Quantum key distribution (QKD),
one of the most mature quantum tech-
nologies, allows distant users to generate
a shared secret key with unconditional
security. QKD is characterized by a consol-
idated composable security framework[1,2]

and by rapid and continuous technical
advancements.[3] In fact, several QKD
field trials are being performed to demon-
strate the real-world applicability of this
technology[4–10] and several start-ups and
university spin-offs are being created to
intercept the growing market demands.[11]

The most commonly used QKD proto-
col is the first one ever introduced, that is,
the BB84 protocol.[12] It requires a trans-
mitter, Alice, to send qubits encoded in two
mutually unbiased bases (MUBs). Then,
a receiver, Bob, randomly chooses a ba-
sis among the two MUBs for each re-
ceived qubit and performs a projective mea-
surement. After correlating their results

and performing classical post-processing, Alice and Bob end up
with identical keys that can be securely used in cryptographic
schemes such as the one-time pad.
The effectiveness of BB84 implementations depends on the

choice of the photonic degree of freedom that encodes the qubits.
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Common choices are the polarization and time-bin degrees of
freedom. Polarization is usually preferred for free-space QKD
implementations,[13–15] even being exploited for satellite-based
QKD links.[16] There are three main factors that encourage the
use of polarization encoding for free-space links. The first factor
is that atmospheric transmission does not change the polariza-
tion state of the transmitted qubits.[17] This allows Alice and Bob
to share a well-defined polarization reference frame and elimi-
nates the need of active components to compensate the unitary
transformation introduced by the quantum channel. The second
factor is that polarization encoders with long-term temporal sta-
bility and low intrinsic quantum bit error rate (QBER) can be de-
signed and developed.[18–22] Among these, the POGNACpolariza-
tion encoder, with an average of 0.05%, has reported the lowest in-
trinsic QBER in scientific literature[21] while the iPOGNAC[23] re-
ported a stable polarization output for over 24 h.[22] The third fac-
tor is that polarization receivers can be easily constructed with in-
expensive optical components such as polarization beam splitters
(PBS), half-wave plates (HWP), and quarter-wave plates (QWP)
that guarantee high extinction ratios and stable performances
over time.
Unfortunately, polarization encoding has some drawbacks

when propagating through a fiber channel. This is mainly due
to the random changes of the fiber birefringence introduced by
ambient conditions and mechanical stress. This causes a ran-
dom rotation of the polarization and, as a consequence, increases
the QBER. In turn, it lowers the secret key rate (SKR) up to the
point where no quantum secure key can be established.[24] To
prevent this, a polarization compensation system becomes es-
sential. Such systems have been developed[21,25,26] and success-
fully tested in deployed fibers.[5,8–10] However, for fiber chan-
nels that are strongly coupled to the external environment, such
as deployed aerial fibers exposed to wind-induced movements,
polarization compensation becomes a complex and demanding
task requiring the implementation of dedicated auxiliary hard-
ware including additional light sources, detectors, and fast con-
trol electronics.[24,27]

To make QKD performance independent of the polarization
fluctuations of the optical fiber, time-bin encoding was intro-
duced as it exploits time-of-arrival of photons and the relative
phase between time bins.[28] This encoding has been employed
in many QKD field trials in deployed fibers,[4,6,7] as well as in the
record-setting 421 km fiber QKD link demonstration of the BB84
protocol.[29] However, time-bin has the disadvantage of requiring
phase stabilization of the interferometers which encode and de-
code the superposition of time bins.[30] Furthermore, time-bin
encoding is not suitable for applications involving moving termi-
nals since a kinematic phase shift emerges,[31] complicating the
decoding of the phase information even further.
In this work, we present a cross-encoded implementation of

the BB84 QKD protocol where polarization is used for state en-
coding while time-bin in used to propagate the qubits along
a quantum channel composed of 50 km long fiber spool. The
iPOGNAC polarization encoder is used to generate the states re-
quired to perform QKD, which guarantees long-term temporal
stability and low intrinsic QBER. The polarization encoding is
then transformed to time-bin encoding to guarantee that the bire-
fringence of the fiber-optic channel does notmodify the quantum
information. Quantum state decoding is achieved with a hybrid

QKD receiver that performs both time-of-arrival and polarization
measurements. In addition, temporal synchronization between
the transmitter and the receiver is established using the qubit-
based Qubit4Sync method,[32] without requiring supplementary
hardware with respect to what is already needed for the quantum
communication. Our work enables the implementation of flexi-
ble QKD systems that can convert the qubit encoding to best fit
the characteristics of the quantum channel and represents a step
toward the development of hybrid QKD networks where both
fiber and free-space links are employed.

2. Experimental Setup

Our cross-encoded polarization and time-bin implementation
of the three-state and one-decoy efficient BB84 protocol[33] is
sketched in Figure 1 with the transmitter, Alice, on the left and
the receiver, Bob, on the right.

2.1. Transmitter

The laser source used at the transmitter is a gain-switched dis-
tributed feedback 1550 nm laser (Eblana EP1550-0-DM-H16-
FM), emitting 100 ps FWHM pulses at R = 50 MHz repetition
rate. The state of these light pulses is then modulated by an en-
coder composed of three sections: an intensitymodulator, a polar-
ization encoder, and a polarization to time-bin conversion stage.
The intensity modulator is based on a fiber-optic Sagnac loop and
includes a 70:30 beamsplitter (BS), a lithium-niobate phase mod-
ulator (iXBlue MPZ-LN-10), and a 1m-long delay line.[34] This
scheme implements the decoy state method with one decoy by
setting two possible mean photon numbers (signal 𝜇 = 0.60 and
decoy 𝜈 = 0.18) of the transmitted pulse. These parameters are
chosen in such a way that their ratio is 𝜇∕𝜈 ≈ 3.33 and the decoy
intensity is sent with P𝜈 = 30% probability (P𝜇 = 70%).
The second section, the iPOGNAC,[22] is used to modulate the

polarization state of the light. The iPOGNAC offers fast polar-
ization modulation with long-term stability, and a low intrinsic
error rate, and, contrary to previous solutions, generates prede-
termined polarization states with a fixed reference frame in free-
space. Moreover, it has also been tested in a field trial in an ur-
ban environment.[8] This polarization encoder relies on an unbal-
anced Sagnac interferometer containing a lithium-niobate phase
modulator, and with the BS replaced by a fiber-based PBS with
a polarization-maintaining (PM) optical fiber input and outputs.
A free-space segment (Thorlabs FiberBench), composed of a BS
and a HWP, ensures the light entering the loop has the diago-
nal state of polarization (SOP) |D⟩ = (|H⟩ + |V⟩)∕

√
2.Hence, the

light is equally split into the clockwise (CW) and counterclock-
wise (CCW) modes of the loop. Thanks to the asymmetry of the
interferometer, by properly setting the voltage and the timing of
the pulses driving the phase modulator, one can control the SOP
exiting the device as follows

|Φ𝜙CW ,𝜙CCW
out ⟩ = 1√

2

(|H⟩ + ei(𝜙CW−𝜙CCW)|V⟩) (1)

where 𝜙CW and 𝜙CCW are the phases applied by the phase modu-
lator to the CW and CCWpropagating light pulses. In this experi-
ment, the driving electric pulse amplitude was set to induce a 𝜋∕2
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Figure 1. Experimental setup. BS, beam splitter; FAB-BS, fast-axis-blocking BS; PBS, polarization beam splitter; 𝜙-mod, phase modulator; H/QWP,
half/quarter-wave plate; VOA, variable optical attenuator; PC, polarization controller; TDC, time-to-digital converter; SPD, single photon detector. Single
mode fibers are in yellow, polarization maintaining fibers are in blue.

radians phase shift, allowing the iPOGNAC to generate circular
left |L⟩ = (|H⟩ + i|V⟩)∕

√
2, circular right |R⟩ = (|H⟩ − i|V⟩)∕

√
2

or diagonal |D⟩ polarized light. Before being coupled again into a
PM optical fiber, a QWP and a HWP are used to transform circu-
lar left and right SOPs into horizontal |H⟩ and vertical |V⟩ SOPs,
while |D⟩ remains unaltered. Such transformation is achievable
due to the iPOGNAC’s long term stability and its ability to gen-
erate polarization states with a fixed reference frame.
Finally, the transformation of polarization encoding to time-

bin is performed. This is done by a PM fiber-based unbalanced
Mach–Zehnder interferometer (UMZI) where the input element
is a PBS, which maps horizontal and vertical components of
the light into the early and late time slots of the 2D time-bin
encoding

𝛼|H⟩ + 𝛽|V⟩ ←→ 𝛼|E⟩ + ei𝜙A𝛽|L⟩ (2)

where 𝜙A is the intrinsic phase of Alice’s UMZI, which also in-
cludes any relative phase induced by the polarization mode dis-
persion of the PM fiber before the UMZI. The imbalance of the
MZI is ≈2.5 ns, obtained with a 0.5 long PM fiber. The scheme is
thus able to generate the early |E⟩, late |L⟩ time-bin states and the
superposition of the two |+⟩ = (|E⟩ + ei𝜙A |L⟩)∕

√
2. These states

are sufficient to implement the 3-state efficient BB84 protocol[35]

where the key generating basis  = {|E⟩, |L⟩} is sent with 90%
probability and the control state |+⟩ is sent with 10% probability.
The time-bin encoded signals are then attenuated down to the
single-photon regime by a variable optical attenuator, then sent
through the quantum channel.
It is important to note that after the conversion to time-bin, the

polarization degree-of-freedom contains no information as all the
light exiting the UMZI shares the same SOP. This is guaranteed
by two factors. First, by design, the fiber-based PBS couples the
orthogonal polarization modes into the slow-axis of the PM fiber
outputs. Second, the BS used to recombine the two arms of the
UMZI is a fast-axis blocking (FAB) device. FAB devices have the
characteristic of discarding polarization states of the light that
are aligned to the fast axis of the PM fiber, as if embedded with
polarizers at both ends.
The whole system is managed by a computer, performing re-

source intensive tasks related to the protocol and handling clas-
sical communication. The electronic signals driving the laser
and the modulators are controlled by a system-on-a-chip (SoC)
which includes both a field programmable gate array (FPGA) and

Figure 2. Input and output state from the receiver’s unbalanced Mach–
Zehnder interferometer. Blue and red curves represent the two possible
times of emission at the transmitter. The two lateral peaks correspond to
ameasurement in the key generating basis while the central peak is used to
extract information on the control basis via a polarization measurement.

a CPU[36] and is integrated on a dedicated board (Zedboard by
Avnet).
Compared to the polarization-based transmitter used in the ur-

ban environment QKD field trail reported in ref. [8], our setup
only requires the addition of the UMZI for polarization to time-
bin encoding conversion and a QWP and HWP to transform the
output SOPs of the iPOGNAC to those required by the UMZI.
All of these components are fully passive and require no calibra-
tion after installation, rendering the conversion between the two
degrees of freedom straightforward.

2.2. Receiver

At the receiver side, the measurement basis is randomly selected
by a 50:50 FAB BS. One of its output ports is directly sent to a
superconducting nanowire single photon detector (SNSPD) with
≈80% quantum efficiency (ID281 by ID Quantique). The overall
time jitter of about 30 ps, considering both the detector and the
time-to-digital converter (quTAG by Qutools), allows discrimina-
tion between the 2.5-ns-distant time-bins, effectively performing
a measurement on the key generation basis as depicted in the
upper half of Figure 2. This time-of-arrival measurement has the
advantage of being independent of the polarization fluctuations
introduced by the fiber-optic channel, and does not require ac-
tive compensation.

Adv. Quantum Technol. 2022, 5, 2200051 2200051 (3 of 8) © 2022 The Authors. Advanced Quantum Technologies published by Wiley-VCH GmbH
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The other output port of the basis-selection BS is sent to an
UMZI that is identical to the one used at the transmitter. How-
ever, in this case the light is split equally between the two arms by
the BS before being recombined by the PBS. Used in this way, the
UMZI outputs horizontal or vertical SOPs depending on which
arm light has traveled. Furthermore, as depicted in the lower half
of Figure 2, the imbalance of the UMZI temporally distributes
the light in the three-peak configuration often observed in time-
bin experiments. Correspondingly, the output state from Bob’s
UMZI is

|ΨE⟩ = 1√
2

(|EE⟩⊗ |V⟩ + ei𝜙B |EL⟩⊗ |H⟩) (3)

when Alice transmits |E⟩,

|ΨL⟩ = 1√
2

(|LE⟩⊗ |V⟩ + ei𝜙B |LL⟩⊗ |H⟩) (4)

when Alice transmits |L⟩, and

|Ψ+⟩ = 1
2
(|EE⟩⊗ |V⟩ + ei𝜙B |EL⟩⊗ |H⟩

+ ei𝜙A |LE⟩⊗ |V⟩ + ei(𝜙A+𝜙B)|LL⟩⊗ |H⟩)
(5)

whenAlice transmits |+⟩, where𝜙B is the intrinsic phase of Bob’s
UMZI. The lateral peaks |EE⟩ and |LL⟩ correspond to light trav-
eling along the short or long arms of both transmitter and re-
ceiver’s UMZI and since those times-of-arrival are a measure-
ment in the  basis, they are used to generate the secret key.
Since 50% of the light falls in these lateral peaks, by taking

into account both outputs of the FAB-BS, the overall probability
of measuring in the key generation basis is 75%. Only the central
peak contains the superposition between the indistinguishable
early-late |EL⟩ and late-early |LE⟩ components, and the relative
phase information between them is encoded in the polarization
state of the light. In fact the output SOP of the central peak when
|+⟩ is transmitted by Alice, is

|𝜓⟩ = 1√
2

(|H⟩ + ei𝜃|V⟩) (6)

where 𝜃 = 𝜙A − 𝜙B is the phase difference between Alice’s and
Bob’s UMZIs. An all-fiber electronic polarization controller (PC)
composed of four actuators (EPC-400 by OZ Optics) is then used
to transform the polarization state |𝜓⟩ into |D⟩ state and pro-
jected in the {|D⟩, |A⟩ = (|H⟩ − |V⟩)∕

√
2} basis. This projection

is performed using a fiber PBSwhile the light signals are detected
by two SNSPDs. Alternatively, a free-space setup with a liquid
crystal, or a phasemodulator with its fiber rotated by 45◦ [37] could
be used instead of the PC. These solutions give the advantage of
a simpler control scheme, due to the presence of a single degree
of freedom, but would increase the losses at the receiver.
Contrary to the key generation basis, where no compensation

is necessary, to perform the measurement in the control basis we
need to actively compensate drifts of the relative phase shift 𝜃 of
the two interferometers. This is done by acting on the PC in front
of the measurement PBS. A coordinate descent algorithm[38] is

used to minimize the measured QBER = NA∕(ND + NA) by con-
trolling the state of the PC, where ND (NA) is the number of
counts in the detector associated with |D⟩ (|A⟩). This algorithm,
described in ref. [21] was developed for polarization tracking in
polarization-encoded fiber links, andwas tested in an urbanQKD
field trial.[8] It starts operating without interrupting the QKD
when the QBER exceeds 1%, and stops when it becomes smaller
than 1%. In our implementation the QBER is calculated rapidly
by exploiting a public string of states, known to both Bob and
Alice that is interleaved with the exchange of secret qubits. The
ratio between public and secret states is 4 to 36. However, it is im-
portant to consider that compensation in the control basis can be
done without sharing any public string since the standard basis
reconciliation procedure would reveal all the necessary informa-
tion to estimate theQBER.[21,33] This approachwould have the ad-
vantage of dedicating 100% of time to QKD, but could be prone to
some latency due to the classical communication between Alice
and Bob.
Polarization dependent losses (PDL) are present in the re-

ceiver. The first source of PDL is the use of SNSPDs since their
quantum efficiency depends on the polarization of the impinging
light.[39] A second source of PDL is theUMZI used for time-bin to
polarization conversion since it discards fast-axis polarized light.
Since the latter PDL mainly affects the control basis, the effec-
tivemeasurement probability for each basis would depend on the
SOP of the photons that arrive from the quantum channel. This
can be a security concern, since an eavesdropper could manipu-
late the SOP in the channel to prevent Bob from measuring the
attacked states in the control basis, thus gaining information on
the key without increasing the QBER. To avoid this, in our imple-
mentation the basis-selection BS is, asmentioned, FAB,meaning
that only the slow-axis polarized light is measured in either basis,
equalizing the PDL for both measurement bases.
To mitigate the PDL, which affects the detection rate but does

not influence the measurement outcome, a PC (labeled as PDL-
PC in Figure 1) is placed in front of the receiver. This ele-
ment simply maximizes the total detection rate using a coordi-
nate descent algorithm in real-time using Bob’s raw local data
without requiring qubit decoding and postprocessing nor any
communication with the transmitter. Similar PDL and mitiga-
tion strategies have been used in other time-bin encoded QKD
experiments.[4,40,41] It is important to note that PDL-PC is not in-
volved in the measurement procedure but it is only a counter-
measure to the possible degradation in the count rate due to po-
larization fluctuations. Another way tomitigate the detection rate
fluctuations would be to apply a real time selection protocol[42,43]

to select the intervals with higher transmissivity, enabling a se-
cure QKD implementation without requiring active polarization
compensation but sacrificing the performance of the QKD sys-
tem. Here, however, we chose to actively compensate the polar-
ization to guarantee the highest possible SKR throughout the ex-
periment.
The temporal synchronization is achieved using the

Qubit4Sync algorithm.[32] This implies that the two parties
do not need a shared clock reference such as a pulsed laser.[6,7,29]

Alice’s clock period is recovered by Bob only using the time-of-
arrival of qubits while the relative delay is recovered by sending
an initial public string encoded in the first 106 states of the
QKD transmission. The Qubit4Sync algorithm was originally

Adv. Quantum Technol. 2022, 5, 2200051 2200051 (4 of 8) © 2022 The Authors. Advanced Quantum Technologies published by Wiley-VCH GmbH
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Table 1. Experimental results of the cross-encoded QKD system during the
12 h run.

Parameter Mean value Standard deviation

QBER  [%] 0.76 0.08

QBER |+⟩ [%] 0.79 0.65

SKR [kbps] 16.0 1.6

Rdet [kHz] 80.0 4.8

developed to work with polarization-based QKD systems, mak-
ing this work the first implementation of the the technique for
time-bin encoded systems.
We used this hybrid time-bin to polarization scheme in the

receiver to decouple the needed interferometer with the phase
compensation mechanism. This is different from most time-bin
encoded receivers since the phase tracking is often performed
by acting on the interferometer itself, using devices like fiber
stretchers[29] or phase modulators[19] inserted in one of the op-
tical paths. We find that our approach of having an interferome-
ter that is completely passive comes with at least two advantages.
First of all, it can be fully isolated from the environment, improv-
ing its overall phase stability. Second, the receiver can be devel-
oped using the components of polarization-based receivers. In
fact, compared to the receivers such as the ones employed in refs.
[8, 21], our hybrid QKD scheme only requires the addition of the
UMZI for time-bin to polarization conversion, as well as a slight
rearrangement of the optical components. It is also important to
note that our scheme and the setups in refs. [8, 21] use the same
number of PCs, and the control of these devices is performed
using the same algorithm.
Similar hybrid decoding schemes have also been proposed or

implemented in the context of time-bin and energy-time entan-
glement purification[44,45] and for non-local Bell-state analysis in
entanglement-based one-step quantum secure direct communi-
cation (QSDC).[46,47]

3. Results

To test the performances of the developed cross-encoded QKD
system, we performed a 12-h-long QKD run exploiting a quan-
tum channel that consisted of a 50 km spool of single mode opti-
cal fiber (SMG.652.D) with 0.2 dB km−1 attenuation and 10 dB of
additional attenuation. A summary of the main results obtained
in this experiment can be found in Table 1.
The mean detection rate Rdet was of 8 × 104 events per sec-

onds. Considering that on average the source emitted (𝜇P𝜇 +
𝜈P𝜈) × R = 2.37 × 107 photons per second, the measured total
losses were ≈25 dB. The channel contribution to these losses is
about 20 dB, while the remaining 5 dB can be attributed to de-
tectors efficiencies, insertion losses of optical components, and
fiber mating sleeves.
The temporal evolution of the QBER on the key generation ba-

sis and on the control state is reported in Figure 3, while in Fig-
ure 4 their distribution is reported. The  basis QBER averages
0.765% and remains stable throughout the whole experimental
run, with a standard deviation of the 0.078%. The control basis
QBER takes greater values, with an average of 0.792%, and dis-

Figure 3. Temporal evolution for the quantum bit error rate (QBER) of the
key generating basis and of the control state measured every 260 s. The
averages are 0.765% and 0.792% for the key generating basis and control
state, respectively.

Figure 4. Histogram of the distribution of the quantum bit error rate
(QBER) of the key generating basis and of the control state.

tributes over a wider range, with a standard deviation of 0.651%.
Furthermore, it can be observed that the  basis QBER is ≤ 1%
formore than 99.8%of the timewithout any compensation, while
the QBER of the actively compensated control state is ≤ 1% for
81% of the time, and ≤ 2.5% for 99.2% of the time. These results
certify the stability of our system and its capacity of correcting the
phase drifts of the UMZIs.
The  basis QBER stability is inherited from the charac-

teristics of the iPOGNAC polarization modulator used to en-
code the qubit states, as well as to the resistance to fluctua-
tions of time-bin encoding. This also demonstrates the robust-
ness of theQubit4Sync temporal synchronizationmethod, which
enabled highly accurate time-of-arrival measurements. On the
other hand, fluctuations are observed for the control state QBER,
mainly caused by phase drifts of the UMZIs. However, our
polarization-tracking techniques effectively compensated these
drifts, without ever interrupting the QKD. The spikes in mea-
sured QBER can be attributed to the compensation algorithm

Adv. Quantum Technol. 2022, 5, 2200051 2200051 (5 of 8) © 2022 The Authors. Advanced Quantum Technologies published by Wiley-VCH GmbH

 25119044, 2022, 12, D
ow

nloaded from
 https://onlinelibrary.w

iley.com
/doi/10.1002/qute.202200051 by U

niversity O
f Padova C

enter D
i, W

iley O
nline L

ibrary on [03/03/2023]. See the T
erm

s and C
onditions (https://onlinelibrary.w

iley.com
/term

s-and-conditions) on W
iley O

nline L
ibrary for rules of use; O

A
 articles are governed by the applicable C

reative C
om

m
ons L

icense

http://www.advancedsciencenews.com
http://www.advquantumtech.com


www.advancedsciencenews.com www.advquantumtech.com

Figure 5. Secret key rate (SKR) measured on sifted key blocks of 4 × 106

bits (corresponding to approximately 80 s of acquisition). An average rate
of around 16 kbps was observed.

that in some cases struggles to follow rapid phase fluctuations
and performs erroneous corrections with the APC.
The post-processing uses a modified version of the AIT QKD

R10 software suite[48] following the finite-size analysis of ref. [49]:

SKR = 1
t

[
s0 + s1(1 − h(𝜙)) − 𝜆EC − 𝜆c − 𝜆sec

]
(7)

where terms s0 and s1 are the lower bounds on the number of
vacuum and single-photon detection events in the key generat-
ing  basis, 𝜙 is the upper bound on the phase error rate in
the  basis corresponding to single photon pulses, h(⋅) is the bi-
nary entropy, 𝜆EC and 𝜆c are the number of bits published dur-
ing the error correction and confirmation of correctness steps,
𝜆sec = 6 log2(

19
𝜖sec
) with 𝜖sec = 10−10 is the security parameter asso-

ciated to the secrecy analysis, and finally t is the duration of the
quantum transmission phase. Equation (7) is applied to 4 × 106-
bit-long key blocks, a value that was chosen to produce new se-
cret keys at a rapid pace, approximately every 80 s. Increasing this
value by a factor of ten would have improved the SKR by about
20%, at the cost of a much higher delay between the beginning
of the experiment and the production of the first key. The SKR
obtained during the experiment is shown in Figure 5.
It can be observed that our cross-encoded QKD system suc-

cessfully generated secure keyswithout interruptions throughout
the 12 h of the experimental run and achieved an average SKR of
around 16 kbps. This result is consistent with our simulation of
the performance of the system, which also predicts its behavior
for different values of the channel losses, shown in Figure 6. The
simulation makes the strong assumption that the compensation
mechanismsmaintain their good performance also in conditions
of strong losses, but this is in agreement with previous experi-
ments in which the same algorithms were used for polarization
correction and synchronization.[21,32]

4. Conclusions

In this work we described a novel cross-encoded QKD scheme,
based on the conversion between time-bin and polarization de-

Figure 6. Simulation of the SKR as function of the channel losses. All other
physical parameters are fixed and depend on the features of the experi-
mental setup. The error bar associated to the experimental data point rep-
resents three times the standard deviation.

grees of freedom, that implements the one-decoy, three-state
BB84 protocol.[33] By exploiting the temporally stable iPOGNAC
polarization encoder we obtained polarization qubits with low
error,[22] that were converted to time-bin to allow transmission
that is immune to the birefringence of the fiber-optic channel.
We implemented a hybrid receiver that performed time-of-arrival
measurements for key generation as well as polarization mea-
surements for the control states. In such scheme, channel polar-
ization fluctuations will not influence measurement outcomes,
but only affect the detection rate. Temporal synchronization was
successfully achieved with the Qubit4Sync method[32] making
our work the first implementation of time-bin encoded QKD that
does not require dedicated hardware to share a temporal refer-
ence between the transmitter and the receiver. The developed sys-
temwas tested on a 12-h run using a 50 kmfiber spool, showing a
stable QBER of 0.765% in the key basis and 0.792% in the control
state, and achieving an average SKR of of ≈16 kbps without in-
terruptions.
This scheme can represent an important enabling technology

for the envisioned continental-scale hybrid quantum networks
that employ both fiber-optics and free-space links[9,50] to imple-
ment protocols such asQKD[2,3] andQSDC.[51,52] In fact, since the
qubit modulation of our transmitter is based on the iPOGNAC,
it can be promptly reconfigured to transmit polarization-encoded
qubits for free-space scenarios or, as demonstrated in this work,
to convert them to time-bin for efficient propagation in an optical
fiber. Similarly, our hybrid receiver allows for time-bin state de-
coding exploiting the optical components and methods already
exploited in polarization-based receivers. In this way our system
is compatible with any quantum channel and the best possible
encoding scheme can be chosen according to the characteristics
of the link. Last, the polarization to time-bin conversion here pre-
sented can be used to relay quantum signals from optical ground
stations to fiber-based networks. In this way, users would gain ac-
cess to satellite-based quantum communication networks with-
out requiring installation of costly telescopes and tracking sys-
tems while maintaining an optimal encoding for both the free-
space and the fiber link.

Adv. Quantum Technol. 2022, 5, 2200051 2200051 (6 of 8) © 2022 The Authors. Advanced Quantum Technologies published by Wiley-VCH GmbH
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