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WHACK: Adversarial Beamforming in MU-MIMO
Through Compressed Feedback Poisoning
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Abstract— Multi-user MIMO is a key component of modern
wireless networks. As such, investigating the related security
weaknesses is a compelling necessity. A major issue unveiled
by existing work is that adversaries can “poison” the channel
information feedback reported to the beamformer to decrease the
performance experienced by a legitimate user. Prior work, how-
ever, assumes that the feedback is reported in an uncompressed
fashion, which is not the case in current wireless standards such
as Wi-Fi or 5G. In this work, we first show that assuming uncom-
pressed feedback leads to overestimating the attack effectiveness
by up to 60%. Next, we formulate ACFP (Adversarial Compressed
Feedback Problem), a novel non-convex constrained optimization
problem to find the compressed feedback that maximizes a
victim’s bit error rate (BER) while satisfying maximum power
constraints. We propose WHACK (Wireless Harmful Adversarial
Compressed feedbacK), a new algorithm to solve ACFP and find
the malicious compressed feedback based on the convexity of the
objective function and constraint using a nonlinear conjugate
gradient method. WHACK has been prototyped and extensively
evaluated with off-the-shelf Wi-Fi devices. Experimental results
show that it maximizes the victim’s BER, while modifying less
than 60% of the feedback. Our dataset and code are available.

Index Terms— Adversarial attack, beamforming feedback poi-
soning, MU-MIMO, digital precoding, IEEE 802.11ac/ax.
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Fig. 1. WHACK overview. The adversary modifies about 60% of its feedback
to make victim’s data undecodable (0.5 BER).

I. INTRODUCTION

MULTI-USER multi-input multi-output (MU-MIMO) is
a key cornerstone of recent and future wireless net-

works. In short, MU-MIMO allows a device (beamformer) to
simultaneously transmit different data streams to the connected
beamformees, thus increasing data rate without increasing the
bandwidth [1].

To avoid interference among the data streams, MU-MIMO
systems require knowledge of the channel frequency response
(CFR) between the beamformer and each beamformee. In cur-
rent systems, the CFR is estimated by the beamformees and
immediately fed back to the beamformer, which properly
precodes the data streams making them distinguishable at the
different receivers. As shown in Figure 1, this key aspect
makes MU-MIMO vulnerable to attacks where an adversary
eavesdrops the information and uses it to create malicious
feedback that compromises the precoding at the beamformer.
Existing work – discussed in detail in Section II – has shown
that in this way, an adversary can successfully eavesdrop
(with up to 99% of success rate) a node’s transmission [2],
[3], [4], grant itself a higher share (up to 20%) of network
resources [5], or remove a node from the transmission [6].

However, previous work assumes that the adversary has
complete and perfect knowledge of the CFR related to the
beamformer-victim link. This is not true for currently adopted
wireless standards such as IEEE 802.11 (commercially known
as Wi-Fi). To reduce the feedback airtime overhead, the CFR
is fed back in a compressed form – hereafter referred to
as compressed feedback (see Section III) [7]. In turn, the
adversary cannot gain access to the complete CFR, making the
assumption made by previous work not applicable to practical
scenarios. Moreover, in Section II it is shown that considering
the compressed feedback makes the related optimal adversarial
action inherently different from attacking the uncompressed
CFR, since the adversary achieves up to 60% less BER in
the same setup. This critical aspect motivates a new study
considering compressed feedback in the attack design.
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To this end, in this article, we design, prototype, and
evaluate WHACK (Wireless Harmful Adversarial Compressed
feedbacK), the first MU-MIMO beamforming attack specif-
ically tailored for attacks on the compressed feedback.
As shown in Figure 1, the adversary leverages the knowledge
of the victim’s compressed feedback (step 1) to generate
a malicious compressed feedback (step 2) that alters the
precoding (step 3). This leads the victim to experience
0.5 BER, meaning that the signal cannot be decoded (step 4).

This challenging objective has been reached through (i) the
definition of a new optimization problem, called Adversarial
Compressed Feedback Problem (ACFP), specifically targeting
MU-MIMO systems using compressed feedback; and (ii) the
development of a new strategy that effectively and efficiently
solves ACFP to craft WHACK malicious compressed feedback.
Regarding point (i), we formulated ACFP through a compre-
hensive mathematical derivation that accounts for the complete
MU-MIMO processing. As for point (ii), we carried out an
in-depth analysis of the ACFP problem, characterizing the con-
vexity of the problem’s objective function and constraint, and
designing an iterative algorithm that approaches the optimal
solution. WHACK attack strategy considers that the adversary
may partially modify its compressed feedback to reach its
objective, which has never been considered by previous work.
WHACK has been validated via an extensive experimental
data collection through commercial IEEE 802.11ac devices,
showing that the adversarial feedback makes the signal unin-
telligible with a modification of less than 60% of the original
feedback.

A. Summary of Novel Contributions

• We propose WHACK, a new attack strategy against MU-
MIMO that increases the BER of one or more victims by
eavesdropping the victims’ compressed feedback and crafting
an adversarial feedback that makes the precoding incorrect.
To this end, we mathematically formulate and solve ACFP,
a non-convex and constrained optimization problem.
• We derived the WHACK adversarial compressed feedback

by designing a custom-tailored nonlinear conjugate gradient-
based solver that leverages the convexity of the problem’s
objective function and constraint.
• We prove that an adversary can effectively inflict damage

to a victim even through a partial perturbation of the feedback
(around 60%). This allows achieving much better stealthiness
than previously proposed attacks that require a modification
of the entire feedback. WHACK allows for an efficient and
automated search of the portion of the feedback to be poisoned
by directly integrating this into the solver routine.
• We assessed the WHACK performance by collecting real

channel data from IEEE 802.11ac transmissions. Experimental
results show that WHACK can maximize the BER of the victims
while modifying only 60% of the sub-channels. We shared
our dataset and code with the research community for
replicability.1

1https://github.com/francescamen/WHACK_TWC

Overall, we hope that our work will inform current stan-
dardization efforts in IEEE 802.11 and 3GPP on MU-MIMO
security. Specifically, we focus on the vulnerability of the
MU-MIMO technique that is currently implemented on com-
mercially available devices to shed light on a serious security
weakness affecting wireless networks ubiquitously deployed
nowadays, that must be solved in upcoming standards. Recent
work has proposed to replace the beamforming feedback
procedure with machine learning (ML)-based approaches [8],
[9], [10], [11]. However, these strategies are only being
investigated for possible inclusion in next-generation wireless
standards – they are not implemented in current Wi-Fi or 5G
networks. Moreover, ML-based techniques are also prone to
adversarial attacks that degrade the CFR feedback quality [12].

II. BACKGROUND AND RELATED WORK

The vulnerabilities of the current MU-MIMO beamforming
feedback process have been only partially investigated. Sniffing
attacks have been proposed [2], [3], [4], [5], where the adver-
sary gains knowledge of the data transmitted to a victim by
constructing a forged feedback based on the victim’s feedback.
Other attacks aim at unfairly prioritizing the adversary in the
transmission process. For example, in [5] the authors propose
a power attack where the adversary pretends to have a worse
channel than its actual one by underreporting the CFR, thus
forcing the beamformer to increase the power of those streams
that are directed to the adversary. Similarly, in [13] the CFR
is underreported to change which users are considered in the
same transmission block (a process also known as grouping),
leading to performance degradation for legitimate users. These
attacks do not target a specific victim and, in turn, do not
leverage the knowledge of other users’ CFR.

Differently from the contributions in [2], [3], [4], [5],
and [13] WHACK objective is to reduce the communication
performance of a specific victim in the network, regardless
of the goodness of the adversary link. In this view, the
contribution in the literature that is most related to WHACK
is MUSTER [6], where the authors propose a denial of
service attack against a node, which aims at removing the
victim from the group of users scheduled for the transmission.
To achieve this, the malicious user designs its reported CFR
based on the legitimate users’ CFR. The idea is to align
the malicious feedback to the victim’s feedback and slightly
modify it to reduce interference with the other users. Due to
the strong inter-user interference between the victim and the
adversary, the beamformer will select only one of the two
for transmission. By appropriately constructing the feedback
(minimizing the interference with other users), the adversary
has a higher chance of being selected. Based on this attack,
other two attacks were proposed where the first increases the
transmission chances of a target (malicious) user, while the
second decreases the throughput for legitimate users.

The key issue in MUSTER is that grouping algorithms
are implementation-dependent and thus the related attacks
cannot be generalized to arbitrary MU-MIMO networks. On
the contrary, in this work, we design an attack operating at
the physical layer by targeting the precoding procedure that is
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Fig. 2. WHACK BER at the victim when using the compressed feedback or
the CFR.

univocally defined in the wireless standards. Moreover, differ-
ently from attacks in [6] and [13] that completely remove the
victim from the transmission round, we propose an approach
to control the level of damage inflicted on the victim’s receiver
by partially modifying the adversary’s feedback.

Additionally, a common critical issue of existing work is
to disregard that the CFR feedback is usually sent back in a
compressed form, as discussed in Section III. This approach
leads to overestimating the attack effectiveness: In Figure 2 we
show that using the CFR led to underestimating the number
of orthogonal frequency-division multiplexing (OFDM) sub-
channels of the feedback that the adversary should modify
to shape the malicious data. As an example, to reach a BER
of 0.2, the adversary should poison the compressed feedback
of 130 sub-channels while the CFR-based approach wrongly
estimates that the perturbation of less than 110 sub-channels
is sufficient. Following this analysis, here – in sharp contrast
to existing work – we analyze the case where the feedback is
compressed, which is the actual case in real-world systems.

To conclude, we mention that while jamming attacks
can be effectively used in single-stream transmissions, jam-
ming MU-MIMO communication is highly complicated as
it would require the jammer to be synchronized with the
beamformer [14]. On the contrary, WHACK does not require
any synchronization with other devices in the network.

III. SYSTEM MODEL FOR MU-MIMO COMMUNICATIONS

We consider modern wireless local area networks (WLANs)
operating with OFDM and MU-MIMO support, e.g.,
Wi-Fi [7]. We assume that the adversary device is able to
operate in MU-MIMO mode and is wirelessly connected to
the same network of the victim devices. This holds true for
Wi-Fi networks deployed in public places. In case this is not
verified, a preliminary attack can be inferred by the adversary
to gain access to the network [15]. Note that we consider fully
digital MU-MIMO as supported by current Wi-Fi-5G systems
to increase the channel capacity, by multiplexing several data
streams to different users, and improve the robustness to
fading, by combining the data streams at the different antennas.
This work does not consider analog or hybrid beamforming
strategies for signal directionality.

Henceforth, we denote by K the number of OFDM sub-
channels, by M the number of transmit antennas (at the
beamformer), Ni represents the number of receiver antennas

TABLE I
SUMMARY OF THE SYMBOLS USED IN THE PAPER

Fig. 3. Beamforming in MU-MIMO WLANs.

at user (beamformee) i, Nss,i refers to the number of spatial
streams directed to beamformee i, and N =

∑
i Ni and

Nss =
∑

i Nss,i are the total number of receiver antennas
and spatial streams, respectively, summed over all the beam-
formees. Moreover, we refer to xk as the Nss×1-dimensional
vector encoding the k-th element of the Fourier transform of
the transmitted signal for all the spatial streams. We indicate
with Hk,i the Ni×M -dimensional matrix collecting the CFR
of the k-th OFDM sub-channel for the i-th beamformee. The
main symbols used within the paper are summarized in Table I.
We use [C]j,ℓ to indicate the element at row j and column ℓ
of matrix C.

To instantiate a MU-MIMO transmission, the beamformer
obtains an M ×Nss-dimensional precoding matrix Wk based
on the knowledge of the CFR Hk,i, ∀i. This Wk matrix is
used to differently weigh the signals transmitted through the
available antennas to compensate for the radio channel and
allow for properly decoding data at each receiver.

The operations needed to obtain the precoding matrix Wk

are illustrated in Figure 3 and are hereafter explained. At first,
the CFR Hγ,k,i is estimated at each beamformee i using a
sounding packet, which is transmitted by the beamformer to
the beamformees using an omnidirectional transmission for the
specific purpose of channel estimation (steps 1-2 in Figure 3).
Note that, we will use the sub-script γ to indicate the CFR
that is estimated through the sounding packet and used at the
beamformer for the computation of the precoding matrix Wk.
The CFR estimated at the beamformees on data packets and
used to decode data is without γ. We adopt the same notation
for the matrices respectively derived from Hγ,k,i and Hk,i.
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Related work in the literature presented in Section II
assume that this (uncompressed) matrix Hγ,k,i is fed back to
the beamformer. However, to save spectrum resources, each
beamformee sends the estimated CFR Hγ,k,i back to the
beamformer in a compressed form (steps 2-3 in Figure 3).
Specifically, for singular value decomposition (SVD) beam-
forming, the CFR matrix estimated at beamformee i, Hγ,k,i,
is decomposed via SVD as

Hγ,k,i = Uγ,k,iSγ,k,iZ
†
γ,k,i, (1)

where † indicates the complex conjugate transpose operation,
Sγ,k,i is an Ni × M diagonal matrix collecting the singular
values of Hγ,k,i, while Uγ,k,i and Zγ,k,i are Ni × Ni and
M ×M unitary matrices, respectively. It follows that Zγ,k,i is
an orthonormal basis of RM and each of its (M -dimensional)
columns can be used to weight the signal associated with a
specific stream – thus obtaining orthogonal streams. The first
Nss,i≤min{Ni, M} columns of Zγ,k,i are referred to as the
compressed feedback Ṽγ,k,i. Before transmission, Ṽγ,k,i is
further compressed and quantized to reduce airtime overhead.

At the beamformer, the M×Nss,i Ṽγ,k,i matrices, obtained
by all the beamformees, are concatenated to obtain an M×Nss

Ṽγ,k matrix. This latter matrix is utilized to obtain Wk

(step 4 in Figure 3, precoding matrix), which is in turn
used to send the data packets to the beamformees (step 5,
beamformed). Using ZF precoding, the precoding matrix is

Wk = Ṽγ,k

(
Ṽ†

γ,kṼγ,k

)−1

, (2)

where a regularization term can be added to the Ṽ†
γ,kṼγ,k

factor to account for the different signal-to-noise ratio (SNR)
of the users (minimum mean-square-error (MMSE) precod-
ing [16]). Eq. (2) enforces the ℓ-th column of Wk to be
orthogonal to the j-th column of Ṽγ,k, with j ̸= ℓ. The
orthogonality propriety makes it possible to minimize the inter-
stream interference (ISI) at each beamformee i and inter-user
interference (IUI) between beamformees.

Being xk the transmitted beamformed signal, the signal
collected at the Ni antennas of beamformer i is

Yk,i =
√

ρi/M Hk,iWkxk + nk, (3)

where nk is the additive noise, and ρi contains the Ni SNR
values for user i (note that in the following, for clarity of
exposition, we will not include the scaling factors associated
with the SNR). Considering Eq. (1), if Hk,i = Hγ,k,i (ideal
case) only the intended Nss,i streams are collected at beam-
formee i. However, some residual interference is still present
at the receiver due to the time variability of the channel, the
channel estimation error and the compression and quantization
of matrix Ṽγ,k. Thus, for data decoding (step 6 in Figure 3),
each beamformee i estimates the Ni ×Nss-dimensional CFR
of the beamformed channel, H̃k,i = Hk,iWk, and applies an
interference cancellation matrix Gk,i (Nss,i×Ni dimensional)
to retrieve an estimate x̂k,i of the transmitted signal, x̂k,i,
from the signals Yk,i collected at the Ni antennas. Note that,
the beamformed CFR H̃k,i is estimated at the receiver for all
the spatial streams, also those directed to other beamformees.
Gk,i combines the Yk,i signals to reconstruct the Nss,i spatial

streams directed to user i as

x̂k,i = Gk,iYk,i, (4)

and is obtained as [17],

Gk,i =INss,i×NssW
†
kH

†
k,i

(
Hk,iWkW

†
kH

†
k,i+Rn,k

)−1

, (5)

where Rn,k is the noise covariance matrix. Ideally, when
Rn,k = 0 and there is neither inter-stream nor inter-user
interference, Gk,iHk,iWk = INss,i×Nss , and, in turn, x̂k,i =
INss,i×Nssxk, i.e., device i exactly retrieves its Nss,i streams.

IV. ADVERSARIAL COMPRESSED FEEDBACK
PROBLEM (ACFP) FORMULATION

The WHACK attack aims at increasing the BER experienced
by a victim beamformee by modifying the compressed feed-
back that is fed back by the adversary beamformee to the
beamformer. The objective of the adversary beamformee is to
make Gk,iHk,iWk at the victim as different as possible from
the generalized identity matrix INss,i×Nss . To this purpose, the
adversary modifies its feedback by leveraging the knowledge
of the compressed feedback of the victim device. We recall that
the adversary cannot access the complete CFR estimated by
the victim beamformee; it can only reconstruct matrix Ṽγ,k,i

from the captured compressed and quantized feedback.
For the following analysis, we define the complex matrix

Ṽγ,all,i =
[
Ṽγ,0,i. . .Ṽγ,K−1,i

]
(K×M ×Nss,i dimensional),

collecting the beamforming feedback matrices Ṽγ,k,i of user i
for all the sub-channels k ∈ K, with K = {0, . . . ,K − 1}
representing the set of sub-channels. In what follows, and
without loss of generality, we identify the victim with index
i = 1, the adversary with index i = a and all other beam-
formees in the network with index i = ℓ. From a mathematical
standpoint, the adversary maximizes the BER experienced
by the victim by maximizing the mean-square-error (MSE)
between the transmitted symbol xk,1 (from beamformer to the
victim) and the symbol decoded by the victim, x̂k,1, that is,

max
Ṽγ,all,a

∑
k∈K

MSE
(
x̂k,1,xk,1

)
subject to P ≤ Pmax (6)

where P =
∑

k∈K Pk with Pk = Tr
[(

Ṽ†
γ,kṼγ,k

)−1
]

(see
Appendix A for the formulation) represents the transmit power
(at the beamformer) measured in units of energy per OFDM
symbol [18] and Pmax is its maximum value [19].

Once Ṽγ,k,a is obtained for k ∈ {0, . . . ,K−1}, by solving
Eq. (6), the adversary computes the compressed feedback
and sends it to the beamformer to trigger the change of
the precoding weights and infer the desired damage to the
victim. However, the problem in Eq. (6) involves the actual
encrypted message that the beamformer transmits to the victim
xk,1 and the one decoded by the victim receiver x̂k,1, both
of which are not available to the adversary. Hence, Eq. (6)
cannot be solved directly by the adversary. To cope with this,
we formulate a surrogate problem ACFP, which can be solved
by the adversary by solely using the compressed beamforming
feedback that can be captured over the air. While ACFP



17256 IEEE TRANSACTIONS ON WIRELESS COMMUNICATIONS, VOL. 23, NO. 11, NOVEMBER 2024

is not mathematically equivalent to the problem in Eq. (6),
it represents the best the adversary can do to degrade the
victim’s performance based on the information it has access
to. Hence, the main idea for the following derivation is to
rewrite Eq. (6) to identify the contribution of Ṽγ,all,a to the
MSE. The ACFP problem will then target the maximization
of this term.

Rewriting the objective function in Eq. (6). Defining
Λk = x̂k,1 − xk,1, the MSE writes as MSE

(
x̂k,1,xk,1

)
=

Tr
[
ΛkΛ

†
k

]
. Using Eq. (3) and Eq. (4) we have Λk =

Gk,1(Hk,1Wkxk + nk) − INss,1×Nssxk. Now, using the
expression for the interference cancellation matrix in Eq. (5),
and applying the Woodbury identity A†(AA†+ I

)−1
A =

I−
(
A†A + I

)−1
( [20]) with A = R−1/2

n,k Hk,1Wk, we obtain

MSE(x̂k,1,xk,1)

=Tr
[
INss,1×Nss

(
W†

kH
†
k,1R

−1
n,kHk,1Wk+INss×Nss

)−1

INss×Nss,1

]
,

(7)

where we assume that E
[
xkx

†
k

]
= 1 and that xk and nk are

statistically independent. To separate the contributions of the
victim and the adversary in Eq. (7), we write Wk as a block
matrix Wk =

[
Wk,1 Wk,ℓ Wk,a

]
, where Wk,1 collects the

first Nss,1 columns of Wk and Wk,ℓ and Wk,a consists of the
remaining (Nss−Nss,1) columns (the users can be changed in
order without loss of generality for the formulation). Defining
RH1 = H†

k,1R
−1
n,kHk,1, we obtain

MSE(x̂k,1,xk,1) = Tr
[
INss,1×NssΩ

−1
k INss×Nss,1

]
, (8)

where the Ωk matrix describes the interference experienced
by the victim device and is expressed as

Ωk =

W†
k,1RH1Wk,1 W†

k,1RH1Wk,ℓ W†
k,1RH1Wk,a

W†
k,ℓRH1Wk,1 W†

k,ℓRH1Wk,ℓ W†
k,ℓRH1Wk,a

W†
k,aRH1Wk,1 W†

k,aRH1Wk,ℓ W†
k,aRH1Wk,a

.

(9)

Ideally, if Hk,1 = Hγ,k,1 and there is no inter-streams nor
inter-user interference, we have

Ωk =

INss,1×Nss,1 0 0
0 0 0
0 0 0

 , (10)

that makes the MSE in Eq. (8) equal to zero (see Appendix B).

Formulation of the ACFP optimization problem. For the
sake of understanding, next we consider the case where each
receiver has a single antenna, i.e., N1 = Nss,1 = 1, Na =
Nss,a =1, and the beamformer has two transmitting antennas,
M=

∑
i Nss,i=2. Interested readers can find the formulation

of the ACFP problem for the general case in Appendix B. For
the two-beamformees setup, W†

k,iRH1Wk,j = w†
k,iRH1wk,j

is a scalar quantity for each {i, j}, with wk,i being the 2× 1
dimensional precoding vector (i.e., Wk,i when Nss,i = 1),
and the MSE in Eq. (8) takes the form

MSE
(
x̂k,1,xk,1

)
= (det[Ωk])−1 w†

k,aRH1wk,a. (11)

We now rewrite the expression in Eq. (11) by decompos-
ing the 1 × 2 dimensional channel matrix Hk,1 in RH1

via SVD, as presented in Eq. (1) for Hγ,k,i. We have
Hk,1 = uk,1Sk,1Z

†
k,1, where uk,1 is a complex number with

u∗k,1uk,1 = 1 (the symbol ∗ indicates the complex conjugate
operation), Zk,1 is a 2 × 2 unitary matrix, and Sk,1 is a
1 × 2 vector collecting the singular value σk,1 of Hk,1,
i.e., Sk,1 =

[
σk,1 0

]
. Adopting the same notation used in

Section III, we refer to the first Nss,1 = 1 column of Zk,1

as ṽk,1. Hence, the Hk,1 decomposition can be rewritten as
Hk,1=uk,1σk,1ṽ

†
k,1, and Eq. (11) becomes

MSE=(det[Ωk])−1σ∗k,1σk,1w
†
k,ãvk,1R−1

n,k̃v
†
k,1wk,a. (12)

The term in Eq. (12) is associated with the inter-user inter-
ference caused by the adversary transmissions to the victim’s
ones, and should approach zero in the ideal case. The objective
of the adversary is to skillfully craft ṽγ,k,a to make it deviate
from zero. Specifically, the term that goes to zero if the
precoding is built properly is w†

k,aṽk,1. In turn, the adversary
can focus on making this term differ from zero. Writing
Ṽγ,k =

[
ṽγ,k,1 ṽγ,k,a

]
, we obtain

w†
k,ãvk,1 =

−ṽ†γ,k,ãvγ,k,1̃v
†
γ,k,1̃vk,1+ṽ†γ,k,1̃vγ,k,1̃v

†
γ,k,ãvk,1

det
[
Ṽ†

γ,kṼγ,k

] .

(13)

Considering Eq. (13), if ṽγ,k,1 = ṽk,1, the numera-
tor becomes zero (independently of ṽγ,k,a) and, in turn,
w†

k,aṽk,1 = 0 as expected from the way Wk is designed
(see Section III). However, as introduced before, the vari-
ability of the wireless channel prevents ṽγ,k,1 = ṽk,1 to
hold, making w†

k,aṽk,1 slightly differ from zero, i.e., wk,a

and ṽk,1 are nonorthogonal in practice. WHACK exploits this
nonorthogonality to maximize the effectiveness of the attacks,
i.e., to maximize MSE(x̂k,1,xk,1). Remarkably, the numerator
in Eq. (13) cannot be significantly modified by tuning ṽγ,k,a,
as it is proportional to ṽγ,k,a, but the multiplying factor is very
small due to ṽγ,k,1 approaching ṽk,1. Moreover, only ṽγ,k,1

is accessible when designing Wk, while ṽk,1 is associated
with the transmission event that occurs after the definition of
the precoding matrix. Given these observations, our intuition
is that ṽγ,k,a should instead be modified with the objective of
decreasing the absolute value of the denominator in Eq. (13)
as much as possible, thus enhancing the non-orthogonality
between wk,a and ṽk,1. Following this intuition, we replace
the problem in Eq. (6) by the following problem called ACFP
(Adversarial Compressed Feedback Problem):

max
Ṽγ,all,a

∑
k∈K

det
[
Ṽ†

γ,kṼγ,k

]−1

subject to det
[
Ṽ†

γ,kṼγ,k

]
̸= 0, ∀k

P ≤ Pmax (14)

The solution to the ACFP problem is hereafter indicated with
ṼWHACK

γ,all,a and represents the adversarial feedback matrix that
the adversary should use to maximize the BER at the victim’s
receiver. The per-sub-carrier objective function in the ACFP
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problem is referred to as Fk = det
[
Ṽ†

γ,kṼγ,k

]−1
, where

det
[
Ṽ†

γ,kṼγ,k

]
∈ R≥0 (see Appendix C for a proof). Note

that in Eq. (14), the control variables Ṽγ,k,a for different sub-
channels k ∈ K are independent. Hence, the maximization
problem in Eq. (14) is equivalent to maximizing each term
(Fk) separately. Specifically, Fk is linked with the interference
caused by the adversary to the victim on sub-channel k
that is induced by the wrong precoding. By maximizing Fk,
the adversary makes Ωk in Eq. (9) deviate from its ideal
interference-free form in Eq. (10), thus increasing the MSE
in Eq. (8). Note that the ACFP problem is written in the most
general form, which holds for any number of devices, antennas
and streams. Hence, it applies to any network setup.

A. Discussions on the Threat Model

The ACFP problem formulated in Eq. (14) only depends
on the beamforming feedback matrices Ṽγ,k,i of the devices
in the network. This information is promptly retrieved from
the compressed feedback transmitted by the beamformees to
the beamformer as part of the channel sounding procedure.
In turn, WHACK does not require any firmware modification of
physical access to the victim device or to the beamformer.
Note that the compressed feedback is transmitted by each
beamformee in clear text to reduce the sounding airtime
overhead (see, e.g., [7]), and it is not beamformed, i.e.,
is transmitted omnidirectionally. In turn, the adversary can
obtain the needed information by simply capturing the ongoing
Wi-Fi traffic from its wireless interface. This can be done
by using any network protocol analyzer, like, e.g., Wireshark
or tcpdump, and does not require any firmware modification
to the adversary device. We refer the reader to [21] for a
detailed description of the beamforming feedback capturing
and decoding processes. WHACK only requires a modification
to the adversary device’s firmware or driver to integrate the
procedure to shape the malicious feedback. Hence, once the
malicious feedback is obtained through the tampered proce-
dure detailed in Section V, the information is transmitted to
the beamformer through the standard compliant method for
beamforming frame construction.

As discussed in Section I-II, we remark that the beam-
forming feedback is the only information available at the
beamformer to compute the precoding matrix as the CFR
(uncompressed) is not fed back. Assuming that the adversary
knows the uncompressed CFR and using it to design the attack,
as done in previous work, is inappropriate as it entails a strat-
egy that can only be implemented by gaining physical access
to the victim’s device. Second, knowing the full (uncom-
pressed) CFR does not provide any advantages with respect to
only knowing the compressed feedback, as the malicious node
would need in any case to obtain the compressed feedback to
design the attack vector – as formulated in Eq. (14) – given that
this is the information that the beamformer uses for precoding.

The effectiveness of the WHACK attack depends on the max-
imum power that can be emitted from the antenna elements at
the beamformer, which is enforced by the second constraint
in ACFP (Eq. (14)). From the ACFP problem formulation,
it descends that WHACK implements an attack that infers the

Fig. 4. Objective function Fk (left) and transmit power Pk (right) for
k=100 with respect to the real and imaginary parts of the control variable
ṽγ,k,a for the first transmit antenna m = 1 and spatial stream sa = 1 with
M =2, Na =Nss,a =1. The red plane on the right plot represents the power
constraint.

strongest damage to the victim, while meeting the physical
limit on the maximum transmission power.

V. DERIVING WHACK ADVERSARIAL FEEDBACK

In Appendix C, we prove that Ṽ†
γ,kṼγ,k is positive semidef-

inite. This guarantees that the ACFP objective function in

Eq. (14) Fk(Ṽγ,k)=det
[
Ṽ†

γ,kṼγ,k

]−1

: CM×Nss → R≥0 is

convex (see Chapter 3 of [22] and Lecture 4 of [23]). In turn,
the problem in Eq. (14) corresponds to the maximization of
a convex function and its solutions are at the extreme of the
feasible set defined by the problem constraints. Importantly,
we have that the transmit power constraint Pk(Ṽγ,k) =

Tr
[(

Ṽ†
γ,kṼγ,k

)−1
]

: CM×Nss → R≥0 is also convex when

Ṽγ,k ̸= 0 (this makes Ṽ†
γ,kṼγ,k being positive definite, see

Appendix C), as the inverse of a positive definite matrix is
convex and the trace is an affine transformation that maintains
convexity [22]. We will leverage this convexity for designing
the strategy to solve the ACFP problem in the following.

In Figure 4, we show an example of the values assumed by
Fk and Pk when varying the control variable ṽγ,k,a for the
case we considered in Section IV (single-antenna receivers,
Na =Nss,a =1, and two-antenna transmitter, M=

∑
i Nss,i=2).

The plots refer to sub-channel k = 100 at the first transmit
antenna m = 1 and spatial stream sa = 1. Note that Fk and
Pk go to infinity as det

[
Ṽ†

γ,kṼγ,k

]
approaches zero that is

a singularity point for the two functions. The average power
constraint per sub-channel, obtained as Pk,max = Pmax/K,
is represented by the red plane in the right plot.

Main idea for solving Eq. (14) and convergence. Both
the objective function and the power constraint are convex
functions defined on the same domain (det

[
Ṽ†

γ,kṼγ,k

]
̸= 0)

and with the same singularity point (det
[
Ṽ†

γ,kṼγ,k

]
= 0)

where both functions go to infinity. Hence, considering the
right plot in Figure 4, the extremes of the feasible set –
i.e., the solutions to the ACFP problem in Eq. (14) – are
the points ṼWHACK

γ,k,a at the intersection between the surface
representing the transmit power and the red plane representing
the power constraint. In turn, the idea is to start the search
for ṼWHACK

γ,k,a ,∀k from a point close to the objective function’s
singularity point, i.e., where the surface on the left plot
(objective function) in Figure 4 goes to infinity. Next, to reach
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Fig. 5. Procedure for WHACK adversarial feedback crafting.

the extremes of the feasible set, the candidate solution ṼWHACK
γ,k,a

is slowly and iteratively modified to make Pk (represented
by the surface on the right plot in Figure 4) approach Pmax

(the red plane). Specifically, the candidate solution ṼWHACK
γ,all,a is

iteratively updated following the gradient of Pk. If the transmit
power associated with the candidate solution ṼWHACK

γ,all,a violates
the power constraint Pmax, the value of ṼWHACK

γ,k,a ,∀k is modified
in the direction of decreasing the gradient of Pk. If the
power constraint is met, we move in the ascending direction
of the gradient as, in this case, the value of the objective
function Fk,∀k can be further increased while meeting the
transmit power constraint P < Pmax. As both the objective
function Fk(Ṽγ,k) and the power constrain Pk(Ṽγ,k) are
convex function, this strategy guarantees to approach the set of
optimal solutions, i.e., the boundary of the feasible set defined
by the transmit power constraint.

Based on this main idea, we designed a custom search
routine that is summarized in Algorithms 1-2 and in Figure 5,
and detailed next.

A. WHACK search initialization (Algorithm 1)

The adversary does not necessarily need to modify the
complete Ṽγ,all,a matrix – i.e., for all the OFDM sub-channels
k ∈K – to inflict damage to the victim. The modification of
a sub-set K̂ of K̂ out of K sub-channels suffices to create
interference at the victim’s receiver through the modification of
the precoding at the beamformer. Therefore, the adversary can
keep the feedback matrix Ṽγ,k,a for k ∈ K\K̂ unchanged, thus
making harder for the beamformer to detect the attack. Here,
the challenge is how to select the set of sub-channels to be
poisoned. One possibility is to select this set of sub-channels at
random. However, this does not represent the best strategy to
apply. In the following, we describe the WHACK approach for
the poisoned sub-channels selection and detail the initialization
point for the search.

Selection of the sub-set of poisoned OFDM sub-channels.
In WHACK, the adversary bases the selection on the ACFP
objective function in Eq. (14), F =

∑
k∈K Fk. We note that

the function to be maximized is obtained by summing K
contributions, one for each of the K sub-channels in K. Hence,
the best strategy for the adversary is to change the sub-
channels k that contribute the least to this sum. We detail this
sub-channels selection procedure in Alg. 1. The adversary first
computes the gradient of the objective function Fk,∀k, with
respect to Ṽγ,k,a and evaluates it at the unmodified Ṽγ,k,a

matrix – ∇Fk (line 3 of Alg. 1). Hence, for each of the

Algorithm 1 Selection of the OFDM Sub-Channels to be
Poisoned and Initialization of the Search Matrix

1: Input: number of sub-channels to be poisoned K̂

2: Output: search initialization matrix ṼWHACK
γ,all,a and set of OFDM

sub-channels to be poisoned K̂m,sa for Algorithm 2
3: Obtain Fk =det

[
Ṽ†

γ,kṼγ,k

]−1 and its gradient∇Fk with respect
to the M ×Nss,a elements of the control variable Ṽγ,k,a, ∀k

4: for all m ∈ {0, . . . , M − 1} transmit antennas, sa ∈
{0, . . . , Nss,a−1} adversary streams do

5: Select set K̂m,sa as the K̂<K sub-channels associated with
lowest

[
∥∇Fk∥

]
m,sa

values, k∈{0,. . . ,K − 1}
6: Define ηk as a K̂ dimensional matrix which elements follow

a Gaussian distribution ηk ∼ N (0, 1), and α > 0

7: Define starting matrix for the WHACK malicious feedback[
ṼWHACK

γ,k,a

]
m,sa

← α
[
ηk

]
m,sa

for k∈K̂m,sa

8:
[
ṼWHACK

γ,k,a

]
m,sa

←
[
Ṽγ,k,a

]
m,sa

for k∈K \ K̂m,sa

transmit antennas (rows of ṼWHACK
γ,all,a) over each of the spatial

streams (columns of ṼWHACK
γ,all,a), the adversary selects the set

K̂m,sa of sub-channels to be poisoned as those corresponding
to the lowest absolute ∇Fk values (lines 4-5 of Alg. 1).
The elements of ṼWHACK

γ,all,a on sub-channels in set K̂m,sa will
be perturbed by the iterative procedure in Alg. 2, while the
remaining elements are set to their original values and never
modified during the search. We stress that although K̂ is fixed
(user-defined input parameter), the set K̂m,sa differs for each
pair of transmit antenna m∈{0, . . . ,M−1} and spatial stream
sa∈{0, . . . , Nss,a−1}, as each sub-channel can have a different
impact on the objective function for different m and sa.

Initialization of the search. Matrix ṼWHACK
γ,k,a is initialized in

lines 6-8 of Alg. 1 and is performed for each transmit antenna
m and each adversary spatial stream sa (line 4). Following
the main idea above, we start the search from a point close
to the objective function’s singularity point. Specifically, for
each of the sub-channels to be poisoned (k ∈ K̂m,sa ) the
singularity point det

[
Ṽ†

γ,kṼγ,k

]
=0 can be reached by setting

ṼWHACK
γ,k,a = 0. As this solution is infeasible, we set the entries

of the candidate matrix ṼWHACK
γ,k,a to arbitrary small random

numbers, i.e.,
[
ṼWHACK

γ,k,a

]
m,sa

= α
[
ηk

]
m,sa

(line 7), where ηk

is a vector of normally distributed random complex numbers
and α is a non-negative scalar that should be small to generate
a matrix that approaches ṼWHACK

γ,k,a =0 (line 6). The remaining
elements of ṼWHACK

γ,k,a (for k ∈K\K̂m,sa ) are set to the values
of the unperturbed adversary matrix Ṽγ,k,a (line 8).

B. WHACK Iterative Search (Algorithm 2)

As introduced above, the solution to Eq. (14) lies on the
boundary of the feasible set defined by the constraints. Hence,
the objective of Alg. 2 is to modify the initial candidate
solution ṼWHACK

γ,all,a so that Fk is maximized and the con-
straint on the transmit power is meet, while guaranteeing that
det

[
Ṽ†

γ,kṼγ,k

]
̸=0, ∀k. To this end, we designed a customized

nonlinear conjugate gradient method [24] where the updates
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Algorithm 2 Modified Nonlinear Conjugate Gradient Method
for Solving ACFP at the Adversary and Crafting WHACK

1: Input: search initialization matrix ṼWHACK
γ,all,a and set of OFDM

sub-channels to be poisoned K̂m,sa (from Algorithm 1)
2: Output: WHACK adversary matrix ṼWHACK

γ,all,a (K×M×Nss,a) from
which the adversarial feedback is obtained

3: Set iter_num← 0 and µ0 > 0

4: detk←det
[
Ṽ†

γ,kṼγ,k

]
, ∀k∈K

5: P ←
∑

k∈K Pk

6: ∆ṼWHACK
γ,k,a ← ∇Pk, ∀k∈K̂m,sa (gradient of Pk with respect to

the M ×Nss,a elements of the control variable Ṽγ,k,a)
7: while (∃ k∈K such that detk == 0) or (P ≥ Pmax) or

(P ≤ ρminPmax) do
8: δk←sign(Pmax−P )∆ṼWHACK

γ,k,a /
∑

k∈K∆ṼWHACK
γ,k,a , k∈K̂m,sa

9: iter_num← iter_num + 1, µ← µ0/iter_num

10: for all m∈{0, . . . , M−1}, sa∈{0, . . . , Nss,a−1} do
11:

[
ṼWHACK

γ,k,a

]
m,sa
←

[
ṼWHACK

γ,k,a

]
m,sa

+µ
[
δk

]
m,sa

for k∈K̂m,sa

12: Clip Re
(
ṼWHACK

γ,all,a

)
and Im

(
ṼWHACK

γ,all,a

)
to lie in [−ξ, ξ]

13: detk←det
[
Ṽ †

γ,kṼγ,k

]
, ∀k∈K (using ṼWHACK

γ,all,a)

14: Update Pk using the new ṼWHACK
γ,k,a

15: P ←
∑

k∈K Pk

16: ∆ṼWHACK
γ,k,a ← ∇Pk + β∆ṼWHACK

γ,all,k ∀k∈K̂m,sa

are performed following the direction of the gradient of P
computed with respect to Ṽγ,k,a and evaluated at ṼWHACK

γ,k,a

(∇Pk,∀k, line 6 of Alg. 2). The updates are repeatedly applied
until all constraints are met (line 7, Alg. 2). The perturbation
δk is obtained by normalizing the gradient over the OFDM
sub-channels dimension (line 8, Alg. 2). The update direction
is obtained in line 8 as sign(Pmax − P ), i.e., we follow the
descending gradient if P ≥Pmax while the ascending gradient
direction is followed if P <ρminPmax. The user-defined ρmin

parameter sets the lower bound that must be surpassed when
starting from a solution for which P < Pmax, while µ>0 is
the step size parameter, which decreases at each iteration of
Alg. 2 (line 9). The perturbations are applied for each transmit
antenna m at the beamformer and each adversary stream sa,
for all the k ∈ K̂m,sa sub-channels to be poisoned (line 10-
11 of Alg. 2). Note that the sets K̂m,sa remain unchanged
for the different iterations in line 7 of Alg. 2, as they are
defined based on the unmodified Ṽγ,all,a. We underline that
in Alg. 2, P does not have to be minimized nor maximized.
We are only concerned with making it close to the power
budget Pmax.

Upon obtaining a new ṼWHACK
γ,all,a from lines 8-11 of Alg. 2,

the elements of ṼWHACK
γ,all,a are clipped to lie in [−ξ, ξ] (with

ξ > 0 being a hyperparameter of the algorithm) to avoid
deviating from the typical values observed in the experimental
evaluations. If detk and P computed in lines 13-15 do not
meet the constraints, the conjugate gradient is updated by
considering the gradient evaluated on the new and the previous
ṼWHACK

γ,all,a matrix (line 16), and the just described procedure is
iterated. The weighting coefficient β is computed following
the Polak–Ribière formulation [24], [25].

C. Solution Timescale and Channel Variability

The time complexity of the attack depends on Alg. 2 that
is O(iter_num × K̂ × M × N2

ss), where iter_num is the
number of iterations of the loop in line 12. On average, the
algorithm converges in about iter_num = 2 steps (or fewer).
Using K = 256 (IEEE 802.11ac at 80 MHz), M = Nss = 2,
and a CPU frequency of 3 GHz, the execution time is about
1.4 µs with the current implementation. If channel sounding
is performed approximately every 10 ms (as recommended
in [26]), the adversarial feedback obtained in one instant can
be successfully used at the subsequent sounding episode (after
10 ms). For a typical human walking speed of 5.1 km/h,
in 10 ms the device moves of about 0.014 m, which is half of
λ/2 (Wi-Fi channel 157). So we reasonably assume that the
impact of mobility is modest for a Rayleigh fading channel.
In comparison, the computation complexity of an interior
point optimization [27] (used in Section VII for comparison)
depends on the computation complexity of evaluating F ,
which is O(2× K̂ ×N3

ss + K̂ ×M ×N2
ss).

D. WHACK Countermeasures

WHACK, as other adversarial attacks to the beamforming
procedure (see Section II), relies on the fact that the beam-
forming feedback matrix is transmitted unencrypted from
the beamformees to the beamformer and the adversary is
entirely aware of the algorithm adopted by the beamformer
to precode the MU-MIMO streams. These procedures are
defined in the wireless standards and adopted by all the
devices compliant with them. In the following, we provide
some possible countermeasures to WHACK. However, note that
implementing countermeasures requires major modifications
to the standards: Although future versions may implement
effective countermeasures to WHACK, all devices implementing
older versions of the standards will still be vulnerable to the
attack as the standards should be back-compatible.

Encryption. A possible way to prevent WHACK malicious
action is to encrypt the compressed feedback transmitted by
the beamformees to the beamformer as presented in, e.g., [2].
This would make the adversary unable to design proper
malicious feedback to hamper the performance of a victim
device. However, encryption would increase the complexity
and latency of the channel sounding procedure. As the sound-
ing should be performed regularly given the variability of
the wireless channel, this drawback may make encryption
infeasible in practical setups.

Machine Learning. Another approach is to entirely sub-
stitute the deterministic channel sounding and precoding
procedures with a learning-based approach. By leveraging
data-driven parameters adapted to the specific setup, it would
be more difficult for a malicious device to estimate the effect
of corrupting its feedback. This would prevent the adversary
from leveraging the precoding process to optimally shape the
malicious feedback and in turn, execute the attack. Data-
driven channel sounding procedures have been presented in [9]
and [11].

Detection. A different strategy to mitigate the effect of the
attack would be to detect if a node is transmitting malicious
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feedback. This requires implementing some detection algo-
rithms at the beamformer. In the case of time division duplex
(TDD) systems, the beamformer can compare the uplink and
downlink channels and check that reciprocity holds (apart
from hardware impairments). When dealing with frequency
division duplex (FDD) systems, the beamformer can check
whether the received feedback is admissible by using signal
processing-based or data-driven anomaly detection algorithms
(e.g., [28], [29]). Note that these strategies would not allow
preventing the WHACK attack. However, once a malicious node
has been detected, the beamformer can remove it from the
connected nodes and stop the adversary action.

VI. EXPERIMENTAL SETUP

We evaluate the performance of WHACK in a Wi-Fi net-
work deployed indoor using devices implementing the IEEE
802.11ac standard. In Wi-Fi networks, the beamforming feed-
back consists of some quantized rotational angles whose
number depends on the MU-MIMO setting. Given how com-
pressed feedback is built in IEEE 802.11, in addition to
the ones in Eq. (14), other two constraints are needed to
create standard-compliant feedback. Specifically, the elements
associated with the last transmitting antenna in the feedback
matrix should be real and positive, i.e., we maintain only the
absolute value of the last row in ṼWHACK

γ,all,a before line 12 in
Algorithm 2.

We considered a network consisting of a fixed IEEE
802.11ac access point (AP) (beamformer), placing the beam-
formees in 20 different positions spaced apart by 60 cm within
the evaluation environment, as depicted in Figure 6. The chan-
nel data have been collected both when the line-of-sight (LOS)
between the AP and the beamformees is available and when it
is blocked (non-LOS (NLOS) scenario). The beamformer and
the beamformees are Asus RT-AC86U IEEE 802.11ac routers,
where only one antenna was enabled at the beamformees,
i.e., Ni = Nss,i = 1. The data is obtained from ongoing
transmissions on the 802.11ac channel 157 with an allotted
bandwidth of 80 MHz, entailing 256 OFDM sub-channels.
To collect the channel data for the beamformer-beamformees
link we use the Nexmon CSI extraction tool [30]. The CFR is
collected for one link at a time to allow the subsequent proper
emulation of the channel sounding procedure where the CFR is
estimated through the long training field (LTF) in the sounding
packet that are transmitted without beamforming and, in turn,
the CFR is not affected by ISI and IUI (see Section III).

VII. WHACK PERFORMANCE EVALUATION

To evaluate the WHACK attack effectiveness, we first focus
on a scenario consisting of two beamformees served with one
spatial stream each as in the example in Section IV. This
represents the best-case scenario for the beamformer as it has
to shape the smallest number of streams for a MU-MIMO
transmission – i.e., two out of the maximum eight beams
allowed by [7] and [31]– making the precoding accurate.
This leads to the worst-case scenario for the adversary as
the naturally occurring interference among the streams is at
its minimum. Through additional experiments, we also show

Fig. 6. Experimental setup. The victim and adversary beamformees
are moved within the environment in the positions identified by
indices {1, . . . , 20}.

that the WHACK attack still works increasing the number of
beamformees up to four (the 802.11ac maximum), where one
of them acts as the adversary implementing the attack.

Each of the distributions presented next is averaged over
2000 channel realizations, i.e., each obtained from 2000 dif-
ferent channel estimates collected from commercial devices
as detailed in Section VI. When no otherwise specified, the
distributions are obtained from the data collected in the LOS
scenario and considering SNR= 25 dB, which represents a
worst-case scenario for the adversary as the victim BER
approaches zero when no attacks are performed (see evaluation
in Figure 15). The modulation and coding scheme (MCS)
is set to the VHT-MCS 4. The number of OFDM poisoned
sub-channels is set to K̂=150, and the maximum transmission
power to Pmax =1×105 [units of energy per OFDM symbol],
based on the average P values we observed during the
transmission phase before the malicious action. To have an
intuition about its physical meaning, we compute the energy
for one OFDM symbols considering an average transmit power
of 30 mW. As the transmit time for one OFDM symbol is
Ts = 3.2 µs, the energy for one OFDM symbol is about
1 × 10−7 J. In turn, 105 units of energy per OFDM symbol
corresponds to 10 mW that is in line with the expected values.

The bars in the following plots cover the 25-75 percentile
interval, the horizontal line within each bar represents the
median value, and the whiskers span over the 5-95 percentile
interval. The horizontal lines in the violin plots indicate the
median values.

Hyperparameters Selection. To select the α parameter
used to initialize the search algorithm (line 7, Alg. 1), we eval-
uate the performance of the WHACK approach under different α
values. In Figure 7 we report the distribution of the victim BER
and the beamformer transmission power when the adversary
reports the compressed feedback matrix obtained through
WHACK varying α ∈ {0.05, 0.1, 0.15}. The results are obtained
for the adversary in position 12 and the victim in position 14,
and for different numbers of poisoned OFDM sub-channels.
As α decreases from 0.15 to 0.1, the attack performance
increases, i.e., the victim’s BER approaches 0.5, because the
WHACK solution is close to the singularity point. However,
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Fig. 7. Victim BER and normalized beamformer transmission power under
WHACK for different initialization parameters α, varying the number of
poisoned sub-channels K̂.

Fig. 8. Example of the feedback matrices (real and imaginary parts and
absolute value) of the victim, and the adversary without and with applying
WHACK, for the first transmitter antenna. On the bottom right the cumulative
number of poisoned sub-channels in the WHACK adversarial feedback is
shown.

if α is chosen too small (0.05) the nonlinear conjugate gradient
method makes the solution highly deviate from the singu-
larity point thus leading to attack performance degradation.
Therefore, we set α = 0.1 in the following evaluations.
Moreover, we set µ0 = 1 in line 3 of Alg. 2 based on a
hyperparameter search similar to that performed for α. The
value for ξ (line 12 of Alg. 2) is set to ξ=1.1 to reflect typical
values for the compressed beamforming feedback observed in
the data collected from commercial devices. The user-defined
parameter ρmin (see line 7 of Alg. 2) is set to 0.8.

Insights on the WHACK Solution for ACFP. In Figure 8,
we plot an example of the real and imaginary parts
and the absolute value of the victim beamforming feed-
back matrix (Ṽγ,all,1) – reconstructed by the adversary
from the beamforming feedback – together with the same
quantities for the uncorrupted adversarial feedback matrix
(Ṽγ,all,a) and the adversarial feedback obtained through
WHACK (ṼWHACK

γ,all,a). The data is related to the first trans-
mitter antenna, i.e., the first row of the aforementioned

Fig. 9. Victim BER under WHACK for the adversary in position 3 and different
victim positions (see Figure 6).

Fig. 10. Victim (left) and adversary (right) BER, and normalized beamformer
transmission power under WHACK varying the number of poisoned OFDM
sub-channels K̂.

matrices. On the bottom right sub-plot of Figure 8 we also
show the cumulative number of sub-channels of the original
adversary feedback that are poisoned when designing the
WHACK malicious feedback using the sub-channel selection
strategy in Section V-A. Figure 8 shows that the WHACK
solution for the adversary feedback on the K̂ poisoned
sub-channels approaches zero which is the singularity point
for the objective function in Eq. (14) (Ṽγ,k,a = 0, see
Section V). The small difference between the two visible in
the figure allows enforcing the problem constraints. Figure 8
also allows appreciating how Alg. 1 selects the sub-channels
to be poisoned (set K̂, see Section V-A). The sub-channels
that are already closed to the singularity point are maintained
unchanged in the WHACK adversary feedback while the others
are poisoned through the WHACK algorithm.

Changing the Victim Position. Figs. 9 shows the distri-
bution of the victim BER when the adversary uses WHACK
to report adversarial feedback. To show a different setting
for the adversary location, here we consider position 3 for
the adversary (middle of the environment, see Figure 6). The
victim is placed in each of the other 19 positions, to evaluate
the effect of the different respective positions of the victim
and the adversary. The results show that WHACK is able to
shape adversarial beamforming feedback that maximizes the
damage inflicted to the victim.

Changing the Number of Poisoned Sub-Channels K̂ and
the Maximum Beamformer Transmission Power Pmax. We
evaluate the impact of the hyperparameters K̂ and Pmax in
Figure 10 and Figure 11 respectively. The adversary is in
position 12 and the victim is in position 14. The figures show
the BER at the victim and the adversary side (upper plots)
and the transmission power at the beamformer (bottom plots)
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Fig. 11. Victim (left) and adversary (right) BER, and normalized beamformer
transmission power under WHACK varying the limit on the transmission
power Pmax.

Fig. 12. Victim (left) and adversary (right) BER under WHACK varying
the number of poisoned OFDM sub-channels K̂ using the interior point
optimization algorithm.

when the WHACK attack is in place. Figure 10 shows that
by increasing the number of poisoned sub-channels K̂, the
malicious node is able to strengthen the damage inflicted to the
victim, at the cost of increasing the transmission power – even
maintaining it below the limit enforced by the ACFP constraint
in Eq. (14) that, in this figure is Pmax =1×105. Interestingly,
even modifying less than 60% of the feedback, i.e., from
K̂ = 150, the adversary is able to maximize the BER at the
victim’s receiver. Poisoning only a portion of the sub-channels,
the adversary achieves much better stealthiness than modifying
the entire feedback. The results in Figure 11 are obtained for
K̂ = 150 and indicate that WHACK is always able to meet
the user-defined power constraint Pmax while maximizing
the damage inflicted to the victim. For that, the adversary
only uses the power necessary to maximize the BER without
requiring high transmission power when it is not needed – see
the last two bars in Figure 11, i.e., Pmax ={2, 3}×105, where
about half of the maximum power is used.

The analysis in Figures 10-11 also shows that the BER
experienced by the adversary is low on average. This suggests
that the interference cancellation (see Eq. (5)) performed by
the adversary is able to compensate for the badly beamformed
transmission, as the SNR at the adversary side remains high
enough for that.

In Figure 12 we show the performance of the WHACK attack
when using the interior point optimization routine [27] to
solve the ACFP problem in Eq. (14) instead of using the
approach we proposed in Algorithms 1-2. The results show
that this approach also allows designing proper malicious
feedback. However, the BER increase is on average less than
the increase we can achieve with our approach (see Figure 10).

Fig. 13. Victim (left) and adversary (right) BER under WHACK varying the
number of poisoned OFDM sub-channels K̂ using a 40 MHz channel, i.e.,
K = 114.

Fig. 14. Victim BER under WHACK varying the number of poisoned
sub-channels in LOS (left) / NLOS (right) settings.

Fig. 15. Victim BER with and w/o WHACK varying the SNR.

Moreover, while our approach allows keeping the BER at
the adversary low, the feedback obtained through the interior
point optimization strategy makes the BER at the adversary
increase with the same trend of the BER at the victim
device.

To evaluate the impact of the total number of OFDM data
sub-channels on the attack performance, in Figure 13 we
evaluate WHACK emulating a 40 MHz system varying the
number of poisoned sub-channels K̂ from the total K =
114 data sub-channels. The results show that WHACK leads
to a 0.5 BER at the victim receiver starting from K̂ = 85,
consistently with the evaluation at 80 MHz.

Evaluation in NLOS Scenario and changing the SNR.
We compare the BER achieved for different values of poisoned
OFDM sub-channels in the LOS scenario considered above
with the results obtained in the NLOS setting. The analysis
is reported in Figure 14 and shows that the WHACK attack is
effective in both LOS and NLOS. The impact of the SNR
is evaluated in Figure 15. We consider both the LOS and
NLOS cases and we evaluate the variations in the BER when
the adversary reports the uncorrupted feedback (“normal”
situation) and when it reports the malicious feedback obtained
through WHACK to inflict damage to the victim. Starting from
an SNR of 15 dB, WHACK succeeds in increasing the BER
of the victim both in LOS and NLOS channels. Moreover,
when the SNR reaches 25-30 dB, while in a normal situation
the BER approaches zero, WHACK is still able to damage
the victim transmission increasing the experienced BER. The
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Fig. 16. BER for three victim beamformees and the adversary under WHACK
varying the number of poisoned sub-channels.

decrease in the effectiveness of WHACK when increasing the
SNR is linked to the way multi-input, multi-output (MIMO)
precoding works. While the precoding ensures that each beam-
formee does not receive information related to streams directed
to different beamformees in the network, this does not imply
that the streams are nullified in all the directions except the
one of the receiver. In turn, when the SNR is high, the victim
can still decode the stream even if the precoding is corrupted.
However, in real-world situations, it is unlikely to have SNR
higher than 25 dB.

Evaluation with multiple beamformees. In Figure 16 we
report the BER (varying the number of poisoned sub-channels)
experienced by four MU-MIMO devices (the maximum for
802.11ac/ax) where one of them acts as the adversary imple-
menting the WHACK attack. The victims are in positions 8, 10,
and 14, and the adversary is in position 12 (see Figure 6).
The results confirm that the WHACK attack effectively max-
imizes the BER of multiple beamformees in the network.
This is because the WHACK attack vector is derived from
the singularity point of the objective function in ACFP,
which is independent of the specific victim (Ṽγ,k,a = 0).
Moreover, as the compressed feedback of all the devices is
used when applying Alg. 2, the gradient descent happens in
the direction that maximizes the BER for all the victims.
The results also show that contrary to the single victim
case, the adversary’s BER also increases. The reason behind
this is that the adversary interference cancellation module is
unable to compensate for the increased number of interfering
streams.

VIII. CONCLUSION

In this paper, we have prototyped and evaluated a new
attack vector (WHACK) against MU-MIMO in wireless com-
munication networks. Through WHACK, an adversary triggers
changes in the beamforming that result in maximizing the BER
at victim devices. This is obtained by transmitting malicious
beamforming feedback to the beamformer during the channel
sounding process. Conversely from existing work that relied
on the uncompressed CFR, WHACK uses the compressed
feedback, which is the actual way the feedback is transmitted.
To craft the WHACK attack, we defined an optimization prob-
lem (ACFP) to maximize the victims’ BER by leveraging the
compressed feedback of the devices in the network. Hence,
we defined a custom-tailored nonlinear conjugate gradient
solver to derive the malicious feedback. WHACK has been
evaluated through experimental IEEE 802.11ac data. The
results have shown that using WHACK the adversary is only

required to change less than 60% of the compressed feedback
to maximize the BER of victims (BER =0.5) while satisfying
the transmission power constraint at the beamformer. We hope
that the results in this article will inform existing standard-
ization efforts and spur additional research on MU-MIMO
security.

APPENDIX A
FORMULATION OF THE POWER CONSTRAINT

We define P as P =
∑

k∈K E
[
||Wkxk||2

]
following the

formulation in [18]. Hence, assuming E
[
xkx

†
k

]
= 1, we can

rewrite the expression of P as

P =
∑
k∈K

||Wk||2F =
∑
k∈K

Tr
[
WkW

†
k

]
, (15)

where F indicates the Frobenious norm of a matrix. Using
Eq. (2) and the equality (A−1)† = (A†)−1, we have

P = Tr
[
Ṽγ,k

(
Ṽ†

γ,kṼγ,k

)−1(
Ṽ†

γ,kṼγ,k

)−1

Ṽ†
γ,k

]
. (16)

Applying the trace propriety Tr[AB] = Tr [BA] with

A = Ṽγ,k

(
Ṽ†

γ,kṼγ,k

)−1

and B =
(
Ṽ†

γ,kṼγ,k

)−1

Ṽ†
γ,k,

we can simplify the expression in Eq. (16) and obtain

P = Tr
[(

Ṽ†
γ,kṼγ,k

)−1
]

. (17)

Note that the Hermitian matrix Ṽ†
γ,kṼγ,k is positive semidef-

inite (see Appendix C) and so is its inverse. This implies that

the values on the main diagonal of
(
Ṽ†

γ,kṼγ,k

)−1

are real
and non-negative. In turn, Pk ∈ R≥0.

APPENDIX B
GENERAL FORMULATION FOR DERIVING EQ. (14)

Here we provide the general analysis for obtaining Eq. (14)
from the MSE defined in Eq. (8). We first note that the
inverse of Ωk in Eq. (9) cannot be expressed in closed
form using the block-matrix inverse formulation, as the Schur
complements are zero [32]. To invert it, we rewrite Eq. (8)
by using the general expression for the inverse of a matrix.
The multiplication by the identity matrices on the left and
right sides in Eq. (8) implies retaining only the Nss,1 ×Nss,1

upper-left sub-matrix of the inverse, and the trace operation
further selects only the diagonal elements of such sub-matrix.
Hence, the d ∈ {0, Nss,1 − 1} addend of the trace operation
in Eq. (8), i.e., the (d, d) element of the inverse matrix Ω−1

k ,
is obtained by computing the (d, d) cofactor Cd,d and dividing
it by the determinant of the matrix Ωk. Specifically, Cd,d is
obtained as

Cd,d = (−1)2(d+1)
∑
ζ∈Sd

(−1)#inv(ζ)
∏

s∈{0,...,Nss−1}\d

[Ωk]ζs,s ,

(18)

where Sd is the set of permutations ζ of set
{0, . . . , Nss − 1} \ d, ζs is the s-th element of the permutation
vector ζ, and #inv(ζ) is the number of inversions in the
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permutation ζ. Hence, we can rewrite Eq. (8) as

MSE
(
x̂k,1,xk,1

)
= (det[Ωk])−1

Nss,1−1∑
d=0

Cd,d. (19)

Note that by definition Ωk in Eq. (9) is positive semidefinite
and, in turn, the determinant is positive and all cofactors
Cd,d satisfy Cd,d ≥ 0. Moreover, from the formulation in
Eq. (18), it follows that each term in Eq. (19) is associated with
inter-stream or inter-user interference as for each stream d,
we only consider the terms different from d in the cofactor
definition. In the ideal case, Ωk takes the values specified in
Eq. (10) and the cofactors in Eq. (19) equal zero, i.e., there is
no interference.

Given these considerations, to maximize Eq. (19) based on
the control variable Ṽγ,all,a we need to set Ṽγ,all,a to make the
terms in Eq. (9) containing such control variable deviate from
zero. Hence, we next focus on the common product matrix
W†

k,aH
†
k,1, or, equivalently, Hk,1Wk,a, associated with the

inter-user interference caused by the adversary to the victim.
We rewrite the expression of W†

k,aH
†
k,1 by decomposing the

channel matrix Hk,1 via SVD, as presented in Eq. (1) for
Hγ,k,i. We have Hk,1 =Uk,1Sk,1Z

†
k,1, where Uk,1 and Zk,1

are Nss,1 × Nss,1 and M ×M unitary matrices, and Sk,1 is
a Nss,1 × M matrix collecting the singular values of Hk,1.
Adopting the same notation used in Section III, we refer to the
first Nss,1 columns of Zk,1 as Ṽk,1. As the number of singular
values, i.e., the rank of Hk,1 is min{M, Nss,1}=Nss,1, we can
write Hk,1 = Uk,1Sk,1IM×Nss,1Ṽ

†
k,1. Hence, to maximize

Eq. (19) we can further focus on making the term W†
k,aṼk,1

deviate from zero. We remind that, as mentioned in Section III,
the precoding matrix in Eq. (2) enforces W†

k,aṼγ,k,1 = 0.
However, by leveraging the small differences between Ṽγ,k,1

and Ṽk,1 we can effectively make W†
k,aṼk,1 ̸= 0.

By definition, Wk,a consists of the right Nss,a columns of

Wk=
[
Ṽγ,k,1Ṽγ,k,ℓṼγ,k,a

] (
Ṽ†

γ,kṼγ,k

)−1

. Using the general
expression for the matrix inverse we have

Wk,aṼk,1 =det
[
Ṽ†

γ,kṼγ,k

]−1 (
Ṽγ,k,1C1,a+Ṽγ,k,ℓCℓ,a

+Ṽγ,k,aCa,a

)
Ṽk,1, (20)

where C·,a are the Nss,·×Nss,a dimensional matrices contain-
ing the cofactors of Π in the last Nss,a columns. Specifically,
the cofactor at index (d, f) in C·,a is obtained as

Cd,f =(−1)(d+f+1)
∑
ζ∈Sd

(−1)#inv(ζ)
∏

s∈{0,...,Nss−1}\f

[
Ṽ†

γ,kṼγ,k

]
ζs,s

.

(21)

The numerator of W†
k,aṼk,1 in Eq. (20), i.e.,(

C†
1,aṼ

†
γ,k,1 + C†

ℓ,aṼ
†
γ,k,ℓ + C†

a,aṼ
†
γ,k,a

)
Ṽk,1, approaches

zero as Ṽγ,k,1 approaches Ṽk,1 (for each stream we can
write an expression similar to the one in Eq. (13)). However,
as introduced before, the variability of the wireless channel
prevents Ṽγ,k,1=Ṽk,1 to hold. Following the same reasoning
detailed in Section IV for the simple case, we obtain that
the problem in Eq. (6) can be replaced by the problem in

Eq. (14), i.e., the maximization of the inverted denominator
of W†

k,aṼk,1 in Eq. (20).

APPENDIX C
PROOF OF POSITIVE SEMIDEFINITE MATRIX

Lemma 1: The matrix Ṽ†
γ,kṼγ,k is positive semidefinite.

Proof: r†Ṽ†
γ,kṼγ,kr=

∣∣Ṽγ,kr
∣∣2 ≥ 0, ∀ r ∈ CNss \{0}.

□

Lemma 2: det
[
Ṽ†

γ,kṼγ,k

]
∈ R≥0.

Proof: Based on the mathematical proprieties of the
determinant, we can write:

det
[
Ṽ†

γ,kṼγ,k

]
= det

[
Ṽ†

γ,k

]
det

[
Ṽγ,k

]
=

(
det

[
Ṽγ,k

])∗
det

[
Ṽγ,k

]
=

∣∣∣det
[
Ṽγ,k

]∣∣∣2 . (22)

Lemma 2 can also be proved observing that Ṽ†
γ,kṼγ,k is

Hermitian and positive semidefinite (from Lemma 1). □
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