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Abstract—This paper provides an overview of the QUANGO
project funded by the European Union. It presents the preliminary
design considerations of the mission, the platform, and the payloads
that have been developed. QUANGO envisages the design of the key
elements of a satellite mission aiming at delivering both satellite 5G
IoT and Quantum Key Distribution (QKD). These are implemented
by using a constellation of CubeSats operating in low earth orbit.
After detailing the phases required for a satellite-to-ground QKD,
the paper focuses on the QKD post-processing through the 5G IoT
channel and its impact on satellite operations.

Index Terms—3GPP, 5G, CubeSat, IoT, Post-Processing,
QUANGO, Quantum Key Distribution, Satellite

I. INTRODUCTION

The secure and reliable exchange of information plays a
crucial role in our society. In this regard, 5G and Quantum
Key Distribution (QKD) [1], which allows two parties to share
cryptographic keys with unconditional security [2], are strate-
gic technologies seeing widespread adoption in modern com-
munication networks. Furthermore, to achieve global network
coverage the use of satellites is mandatory. All this considered,
the QUANGO - cubesat for QUANtum and 5G cOmmunication
- project aims at designing and prototyping the key elements
of a satellite mission that targets the delivery of both satellite
5G IoT and QKD services, by exploiting a constellation of
CubeSats that operate in low earth orbit. The project started
in January 2021 under the Europe (EU) Horizon 2020 Research
and Innovation program, can pave the way for novel satellite
resource-sharing and optimization by integrating quantum-based
secure communication with 5G communication.

The envisioned spacecraft will carry two interconnected pay-
loads: a QKD/Optical payload and a software-defined radio 5G
IoT payload. The QKD/Optical payload implements a direct-to-
Earth optical quantum link between the satellite and a ground
station, while the 5G IoT payload provides the radio link
required to handle the data exchange for QKD post-processing.
In addition to QKD services, the 5G IoT payload is also used for
the delivery of satellite IoT connectivity services to low-power

and low-cost IoT devices on the ground, by using the Release
17 NB-IoT NTN protocol [3] being standardized by 3GPP in
the context of 5G systems.

The integration of these two payloads is expected to reduce
the cost of both QKD and satellite 5G IoT services by sharing
the satellite infrastructure. Moreover, it will allow for parallel
development and improvement of these two technologies. The
integration of the two systems allows for easier cross-modules
development for a better and more integrated ecosystem.

The project is being developed by a consortium of European
universities, research centers and small medium enterprises
(SME) with a strong heritage and expertise in quantum cryptog-
raphy, optical communication, micro-satellites development, and
5G networks. After a brief overview of the QUANGO project
with a description of preliminary design considerations of the
mission, the platform, and the payloads, this contribution will
focus on a detailed presentation of the phases needed to realize
a QKD protocol between a satellite and a ground station. The
paper will also analyze and discuss the impact of the QKD
implementation on the standard satellite operation schedule.

II. SATELLITE DESIGN

The considered spacecraft platform is a 12U CubeSat, which
hosts two payloads: a 5G IoT payload, and a secure commu-
nication system based on quantum state transmitter to realize a
prepare-and-measure QKD protocol with a ground station [4],
[5]. Fig. 1 shows the unit allocations for each subsystem:
pointing-acquisition and tracking, QKD source, 5G IoT, and
platform (electrical power, altitude and orbital control, on-board
computer, thermal control, wiring).

The QKD subsystem is able to implement an efficient version
of the BB84 protocol [6] encoded by exploiting the polarization
degree of freedom targeting 1 GHz repetition rate.

The pointing subsystem is able to produce an optical beam
with a half-divergence angle lower than 30 µrad. 5G will operate
in the frequency band around 2GHz with less than 10W of
transmitted power.



Fig. 1. The qualitative picture shows the unit allocations for each subsystem in
the QUANGO satellite, which are: QKD payload (3U), optical payload (3U),
5G IoT payload (1U), and platform (5U). One unit (1U) of volume corresponds
to a cube with a standard size of 10cm×10cm×10cm. Some of the elements
of the platform that are visible in the rendering are: Power Conditioning and
Distribution Unit (PCDU), Telemetry, Tracking, and Command (TT&C), battery,
solar panels, and chassis.

The function of the 5G IoT payload is two-fold: on the
one hand, this payload is used to offer narrow-band IoT non-
terrestrial network (NB-IoT NTN) connectivity services; on the
other hand, this payload supports the operation of the QKD
subsystem by providing the radio link needed for the realization
of the QKD protocol. Fig. 2 provides an illustration of the
two types of services being delivered by the proposed CubeSat
design: 5G IoT connectivity and QKD.

Fig. 2. Services provided with QUANGO CubeSat: NB-IoT connectivity and
QKD.

III. QKD PHASES

As shown in Fig. 3, in order to share a secret key between the
satellite (Alice) and a ground station (Bob) several phases should
be implemented. The timeline (from top to bottom) is divided
into phases marked with a double dashed line: Idle, Qubit
request, Qubit exchange, Sifting, Parameter estimation, Error
correction, Privacy amplifications, and Key manager storage.
These phases are designed to provide a full modularity thanks
to a temporally disconnected scheme. Therefore, they can be
carried out during different satellite passages while a single
phase must be processed within the same passage. Each phase
is structured with states (blue rectangles) and communications
(arrows). The phases are described in the following.

Idle. In this phase, both Alice and Bob are in Idle state. They
perform no operations and consequently they minimize their
energy consumption.

Fig. 3. Sequence time diagram of QKD phases of the communication between
the satellite and the ground-station. The only phase involving the quantum
optical transmission is the “Qubit Exchange” phase where the comprising the
two states quantum transmission (TX) and reception (RX), all others use radio
frequency (RF) classical communication.

Qubit request. The QKD communication occurs after the
ground station request for a qubit exchange. This exchange can
have various modalities: sending public qubits, sending a fixed
state at maximum power, or sending a true random sequence to
generate a key. If the satellite is available for the qubit exchange
in the requested passage (see next phase), then Alice responds
with a (logical) acknowledgment to Bob’s request.

Qubit exchange. Before the actual communication, Alice and
Bob will have to initialize their instrumentation and make a
preliminary optical alignment. After that, Alice can proceed
to send the qubits to Bob. Then she will save the sequence
of sent qubits. The sequence qubits must be stored up the
key management storage phase. Notice that the post-processing
phases can be performed after merging the data of several
satellite passages.



From this step on, all the phases are organized in order to
minimize the exchange of messages between Alice and Bob
and, therefore, the communication delay.

Sifting. Bob will communicate to Alice the time-tags of the
received qubits, also including the information on his bases
choice. By doing this, Alice will be able to perform the sifting
and to send the list of sifted-tags to Bob. A part of them will
be made public for the next parameter estimation phase. Once
Bob receives this message, he will filter his tags. The length
of the sifted-tags string is order of magnitude smaller than the
length of the sequence generated by Alice. The reason for this
is that all the qubits lost in the transmission are discarded, as
the propagation losses range from 20 dB to 60 dB based on
several parameters: satellite position, atmospheric conditions,
transmitter aperture, and ground receiver aperture. The full
calculation for the estimation of the parameters can be obtained
through proper channel models such as the ones presented in
[7]–[10].

Parameter estimation. Now that Bob has all the data, he can
estimate all the parameters needed to evaluate the key rate,
starting from the quantum bit error rate (QBER). Here, Bob
can decide to abort the communication or to communicate the
necessary parameters to Alice to perform the subsequent error
correction.

Error correction. In this phase, the error correction will be
provided by a low-density parity-check (LDPC) algorithm. As
a matter of fact, LDPC can provide a higher efficiency with
respect to CASCADE [11] or WINNOW [12], approaching
the channel Shannon limit. Moreover, being a Forward Error
Correcting code, it does not require an iterative communication
between the two parties, which is expensive in this scenario [13].
To maximize the performances it will be necessary to choose an
adequate matrix H for each communication. This will optimize
the trade-off between sharing a low number of parity bits, to
minimize the information revealed, and sharing enough bits to
complete the corrections. To achieve this, rate-adaptive methods
can be employed [13]. At this point, Alice will send Bob the
syndrome along with a hash for error verification. Then, Bob
will have to perform reconciliation. Direct reconciliation has
been chosen since the LDPC decoder, which is computationally
and power demanding, is more conveniently implemented at the
ground side. In the same phase, Field Programmable Gate Array
(FPGA) will append some seeds to the message that will be used
to select the privacy amplification matrix.

Privacy amplification. Privacy amplification is the process of
distilling secret keys from partially compromised data. Based
on the measured parameters, the length of the secure key can
be evaluated. The secure key is obtained by applying a suitable
almost universal-two hashing function, such as a Toeplitz matrix
to the keys obtained after error correction [14], [15].

Key manager storage. In this last phase, both partners will
save the key in their key manager.

IV. CHOICES IMPACTING THE CONCEPT OF OPERATIONS

In the QUANGO project, the protocol chosen for the imple-
mentation of QKD is an efficient version of the BB84, which is
encoded by exploiting the polarization degree of freedom [6].
In this protocol, the qubit sequence is generated by modulating
3 (or 4) different polarizations and 2 (or 3) levels of intensity.
The number of polarizations and levels of intensity depends on

the chosen physical source implementation. In the most general
case, two bits are needed to determine the polarization and two
bits to determine the intensity. The repetition rate of the QKD
source is set at 1 GHz: this implies an input stream of at least 4
Gbps random bits. For example, for 15 min of communication
the bit sequence should be:

lbits = R · (bpol + bint) · tcom = 3.6[Tb]

where the rate is R = 1[Gbps], the bit for the polarizations
and the intensity are bpol = bint = 2, and the communication
duration is tcom = 15[min].

A Quantum Random Number Generator (QRNG) must be
used for the generation of such random and private bits. The re-
quired generation rate have been demonstrated with continuous-
variable QRNG [16].

It is worth noting that the qubit exchange must be syn-
chronized: the synchronization can happen in real-time or in
post-processing. The synchronization is necessary to correctly
correlate the transmitted and received signals and to filter
temporally the signal from the noise.

Two system’s trade-offs have impacts on CONcept of OPer-
ationS (CONOPS):

1) The choice between a true 4 Gbps QRNG and a Pseudo-
Random Number Generator (PRNG) with a QRNG seed;

2) The choice between a real-time post-processing and de-
layed post-processing.

The impact of the above choices is analyzed below.
1A. True 4 Gbps QRNG: It is necessary to develop a

real-time QRNG with a generation rate greater than 4 Gbps
by exploiting an FPGA technology [17]. Alternatively, it is
possible to place in parallel many QRNGs with lower rates.
Using several QRNGs can cause an increase in weight and
power consumption, and it also requires a proper management
procedure on the FPGA to handle the multiple streams.

1B. 4 Gbps PRNG seeded by QRNG: In this case, the
Gbps random sequence is obtained by a PRNG with a seed
generated by a QRNG with a lower rate. This is the simplest
solution in terms of implementation. Note that in this case, it is
possible to store the seed (small sequence) or the PRNG data
(large sequence). In the case of real-time sifting, it could be
convenient to store the PRNG data, and this has no impact on
the data rate required on the radio link. With delayed post-
processing, it is convenient to memorize only the seed. In
this second case, additional computing power during sifting
is required (i.e. recalculate the PRNG output starting from
the seed). With PRNG the security is slightly lower, while
Cryptographically Secure PseudoRandom Number Generator
(CSPRNG) may increase security.

2A. Real-time post-processing: This requires real-time qubit
synchronization between satellite and ground station. For ex-
ample, this synchronization could be done using a qubit-based
clock recovery approach (such as the Qubit4Sync method [18])
or by modulating a beacon laser sent from the Satellite to the
ground station (like in the Micius demonstration [19]). Real-
time synchronization can include a small latency (of the order
of tens of seconds) between the qubit transmission and the post-
processing. In this case, the two phases “Qubit exchange” and
“Sifting” will be overlapped. The estimated data rate for real-
time sifting (uplink communication) is about 50 times the qubit
detection rate [20].



Due to the whole system losses ranging from 20 dB to 60 dB,
according to the specific implementation, the qubit detection rate
ranges from few kHz up to few MHz. The estimated data rate
for error correction and privacy amplification is at least 10 times
lower than the sifting one, and it is typically in the downlink.
In this case, the satellite does not need to store all the random
streams, but only the data accumulated in the latency between
qubit transmission and sifting. For example, with 4 Gbps true
random stream and 10 s of latency, the memory on the satellite
should be at least 4 Gbit/s × 10 s = 40 Gbit.

2B. Delayed post-processing: In this case, the post-
processing is performed after the end of the satellite passage
over a ground station (say A). It is worth noting that a generic
public authenticated communication is needed for the post-
processing. No specific security requirements are needed on
the generic public authentication communication. The two end-
points of the ”generic public authenticated communication” are
the QKD payload on the satellite and the QKD ground receiver.
Therefore, the post-processing could be performed by exploiting
a direct communication between the satellite and a different
ground station (say B) that forwards the information to the
original ground station A via a public authenticated commu-
nication channel. Here, the qubit synchronization is realized in
post-processing by exchanging the time of arrival of the qubits.
The advantages of this solution are the following:

• no need for any real-time synchronization,
• no need for radio and optical communication at the same

time,
• a lower classical data-rate compared to the real-time post-

processing of the case 2A.
Disadvantages: It is required to memorize the full random
stream or all the used seeds in a given passage.

V. CONCLUSIONS

After the first year and half of the project, QUANGO
completed the design of the 12U satellite and the payloads,
including the optical payload, the quantum payload, and the
5G IoT payload. The development of the payloads has started
and preliminary tests have already been performed to check
the behavior of the physical elements from their theoretical
counterparts extracted from the design. The study of the mission
using 5G and QKD technologies together in a CubeSat constel-
lation leads us to define the phases required to realize satellite-
based QKD protocols. It also allows us to analyze possible
mission alternatives and how they impact on the operations of
the satellite.
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