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Abstract—millimeter-wave (mmWave) is one of the most
promising technologies for 5G and beyond networks. Indeed,
thanks to its higher available spectrum, it allows operators to
serve a larger number of users. Up to now, data transmission
in mmWave communication has been protected with optimized
secrecy for a single receiver, but the secrecy of multicast
transmission has not been achieved on the physical layer. It is
hence fundamental to design a secrecy-preserving scheme that
concurrently allows to protect the communication of multiple
users.

In this paper, we propose a low sidelobe secret multicast trans-
mission scheme in mmWave communication based on physical
layer security techniques. Specifically, considering the require-
ment of multiple-beam with the channel knowledge of all target
users, we design a primary transmitting weight vector of the
base station to achieve a low sidelobe transmitting pattern. Also,
we develop a transformation matrix from the oblique projection
matrices of all the target users’ channel vectors. In each symbol
period, the transmitting weight vector of the base station is
updated by performing a linear transformation on the primary
weight vector with the transformation matrix. Consequently,
the expected symbols for target users at the desired direc-
tions can be synthesized under multicast directional modulation
transmission without jeopardizing the low sidelobe transmitting
pattern. Meanwhile, the eavesdroppers cannot acquire any useful
information from the received signals because of the artificial
noise, which brings the randomness to the transformation matrix
at the symbol rate. Via numerical simulation, we demonstrate
that our proposed scheme achieves outstanding communication
performance for the target users with the low sidelobe pattern,
while keeping high symbol error rate on the undesired directions.

Index Terms—Physical layer security, secure mmWave com-
munication, low sidelobe pattern, oblique projection

I. INTRODUCTION

Due to high carrier frequency and small wavelength,
millimeter-wave (mmWave) wireless communication has many
advantages over low-frequency communication, such as nar-
row antenna beam [1], wide transmission spectrum band [2],
low transmission latency [3], and comparable coverage with
high data rates [4]. Various communication systems and stan-
dards adopted mmWave wireless communication techniques,
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including but not limited to the 5G systems and satellite com-
munications. Furthermore, they are also expected to be applied
in the 6G communication systems based on Cybertwin [5] or
other novel network architectures, supporting future growing
network applications in the Internet of Everything [6] and
military networks [7].

Although mmWave communication supports many ad-
vanced applications, the data security issue has become the
bottleneck. The open nature of the wireless medium makes
mmWave communication vulnerable to eavesdroppers [8], [9].
In addition to data encryption at the application or network
layer that relies on cryptographic keys with secure key man-
agement, Physical Layer Security (PLS) [10] is another effec-
tive technique to achieve secret communication at the physical
layer without complex key management schemes [11], [12].
The fundamental principle of PLS is to exploit the inherent
randomness of noise and communication channels to limit the
amount of information that can be extracted at the bit level
by unauthorized receivers [13]. Typical PLS approaches for
mmWave communication secrecy include Directional Modu-
lation (DM) and Artificial Noise (AN). In DM, the desired
constellations can be synthesized at the target users’ directions
by designing appropriate weight vectors of the transmitting
antennas. Meanwhile, the randomness can be added to the
signals in the undesired directions at symbol rate. Thus, the
eavesdroppers can hardly demodulate the received signals to
extract the information for the target user [14], [15]. AN is
added to the signal transmitted by a legitimate user to protect
the carried information from non-legitimate receivers [16]. By
adopting well-designed weight vectors of the transmitting an-
tenna, the transmitter adds the noise in the orthogonal subspace
of the legitimate channel to ensure only the eavesdroppers’
channels are impaired [17].

Currently, most of the DM or AN based PLS schemes [18]-
[20] only provide secrecy protection for a single target user in
mmWave communication. Protecting the multicast mmWave
communication still represents an open problem. This is
fundamental, as multicast is an efficient and important com-
munication mode in data collecting scenarios [21], such as
the Internet of Things (IoT) for environment monitoring [22],
e-health [23], and smart home [24]. Besides, the existing
mmWave PLS schemes [18]-[20] have not considered the
communication performance optimization for the target user.
Several secret transmission schemes aiming at multiple target
user communication scenarios have been developed [25], [26],



but they do not have the low sidelobe transmitting pattern,
which optimizes the transmitting power to focus on the target
users. In fact, the low sidelobe transmission can improve
the multicast communication performances by improving the
target users’ Signal-to-Noise Ratios (SNRs). Meanwhile, it
allows to reduce the power transmitted to the eavesdroppers’
directions.. Therefore, it is promising to have the low sidelobe
transmitting pattern in PLS communication systems, especially
under the multicast scenarios.

In this paper, we propose a low sidelobe secret multicast
transmission scheme for securing the multicast communication
between a Base Station (BS) and multiple target users. We
assume a single-path channel in a mmWave communication
system. Directly achieving secret low sidelobe multicast com-
munication through optimization involves executing optimiza-
tion at the symbol rate, which results in high computational
cost. An alternative way is to securely add transmitting
symbols to the pre-optimized low sidelobe transmitting pat-
tern at the symbol rate with PLS techniques. However, the
low sidelobe transmitting pattern may be deteriorated by the
secrecy protection measures. To solve these problems, we
exploit the integrated oblique projection approach based on
the joint of DM transmission and AN superposition to protect
the optimized multicast communication, without deteriorating
its original low sidelobe transmitting pattern. First, knowing
channel vectors of the target users, we obtain a primary
transmitting weight vector of the BS through optimization with
the constraint that the array transmitting pattern is designed to
be multiple-beam and low sidelobes [27]. Since each pattern
mainlobe is devised toward one target user direction in order
to improve its receiving SNR, we achieve optimized multicast
communication for the target users based on the primary
transmitting weight vector. Second, with the aid of the vector
oblique projection of the target users’ channel vectors [28],
[29], we construct a transformation matrix. The transmitting
weight vector of the BS antenna array can be computed by
performing a linear transformation on the obtained primary
weight vector by using the obtained transformation matrix.
By updating the parameters corresponding to the target users’
directions at the symbol rate, we synthesize the desired
constellation of each target user at each symbol time instant
without jeopardizing the optimized low sidelobe transmitting
pattern. Third, we add a random parameter in the operation of
linear transformation, so as to remove the needed additional
hardware. This randomness only affects the constellations at
the undesired directions.

Our contributions can be summarized as follows.

o We improve the state-of-the-art on PLS communication
secrecy by dealing for the first time the multicast com-
munication scenario.

o We propose a low complexity solution that exploits the
combination of a pre-optimized low sidleobe transmit
pattern and oblique projection to avoid impairing the
computational efficiency of the transmitter.

¢ Via thorough numerical simulation, we show the effec-
tiveness of our novel scheme in achieving both secrecy
and communication efficiency.

The unique features of our new PLS transmission scheme
can be summarized as follows:

1) Our new scheme protects the secrecy of multicast
mmWave communication, by jointly utilizing the multi-
cast DM transmission and the AN superposition.

2) Our new scheme has the optimized low sidelobe trans-
mitting pattern on the multi-beams. We propose an
integrated oblique projection approach to achieve the
desired multiuser constellation synthesis and the AN
superposition. The low sidelobe transmitting pattern
obtained from the optimization performed before adding
secrecy protections is not jeopardized.

3) Our new scheme is affordable for the practical imple-
mentation due to its low computational complexity in
weight vector update. The weight vector is updated at the
lightweight cost of addition, multiplication, and linear
transformation in each symbol period. No additional
hardware is needed to support the weight vector update.

The remainder of the paper is organized as follows. We
review the related work in Section II, present the system model
and formulate the problem in Section III, and introduce the
oblique projection in Section IV. In Section V, we proposed
our secure multicast transmission scheme, followed by the
performance evaluation in Section VI. Finally, we present the
simulation results in Section VII and draw the conclusion in
Section VIII.

II. RELATED WORK

The typical PLS approaches for mmWave communica-
tion secrecy are mainly based on DM and AN. Daly et
al. [14], [15] firstly introduced DM to achieve secrete wireless
communication. A genetic algorithm is applied to find suitable
sets of phase shifts with the goal of minimizing a cost
function that is the sum of the square magnitudes between
the desired constellation points and the transmitted points
on a constellation diagram. Valliappan et al. [18] proposed
an Antenna Subset Modulation (ASM) scheme for mmWave
communication. In ASM, the randomness is added to the
constellations at undesired directions by selecting different
subsets of the transmitting array antennas at a symbol rate
with Radio Frequency (RF) on-off switches. A modified
ASM transmission architecture called Switched Phase Array
(SPA) [19] is proposed by turning off one RF switch at the
symbol rate. Recently, Hong et al. proposed a scheme [20]
consisting of a conventional phased-array architecture based
on programmable power amplifiers used to change the am-
plitudes of antenna element weights. Instead of utilizing RF
on-off switches, programmable power amplifiers are used on
the antennas to achieve scrambled constellations at undesired
directions. Unfortunately, these mentioned DM schemes [18]-
[20] cannot support secret multicast communication with low
sidelobe.

The concept of AN is introduced by Goel and Negi [16],
where the artificial noise is added to the signal carrying
information in order to protect the confidentiality of the
carried information in transmission. The randomness brought
by the AN is designed to be effective in the orthogonal



subspace of the desired users’ channels [17], [30], so that
only the eavesdroppers’ channels are contaminated by the
artificial noise. Shu et al. [26] proposed an AN-aided secure
scheme in a multicast scenario by adopting proper precoding
vector for each group of target users. The precoding vector
can be obtained by maximizing the receiving power of each
target group subject to the orthogonal constraint. In addition,
the AN is projected to the null space of all target users’
steering vectors. Recently, Xu et al. [31] proposed a secure
communication scheme for a mmWave system for the receivers
equipped with multiple receiving antennas. The transmitting
symbol is precoded onto the dominant angle components of the
target user’s sparse channel through a limited number of RF
chains, while AN is broadcast over other undesired directions
to interfere the eavesdroppers. However, the aforementioned
AN schemes need additional RF chains or additional compu-
tational cost for AN generation.

III. SYSTEM MODEL AND PROBLEM FORMULATION

In this section, we present the system model in which a BS
transmits messages to multiple target users through single-
path mmWave channels, and formulate the problem of secret
multicast transmission based on PLS. The relevant symbol
notations in the system model are defined as follows: the
matrices and vectors are denoted as the bold upper case letters
(e.g., A) and the bold lower case letters (e.g., h). |-| indicates
the absolute value. ; £ /—1. ()7 and ()" denote the
transpose and the Hermitian transpose, respectively. C and
R denote the sets of complex numbers and the sets of real
numbers, respectively. R(-) returns the column space of the
input matrix. R () is the orthogonal complementary space of
R(-).CN (u, 02) represents the circularly symmetric complex
Gaussian distribution with mean y and variance o2.

A. System Model

In the system model, the downlink mmWave wireless com-
munication system includes one BS and multiple target users,
as illustrated in Fig. 1. The BS is equipped with an N-element
Uniform Linear Array (ULA) with the element space d = \/2,
where A is the wave length of the mmWave signal.
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Fig. 1. The downlink mmWave wireless communication system with an N-
element ULA and K target users under single-path mmWave channels.

We assume that the system model has K target users in total,
where K < N. For mmWave wireless communication, due to

the highly directional nature of the mmWave, the Line-of-Sight
(LoS) path usually dominates over the multiple paths. Thus,
the single-path mmWave channel is commonly assumed [32].
The k" target user channel vector hy can be expressed as

hy, = a(@k):[l,ej“’“,eﬂ“’“, o ,ej(N—l)mc}T, (1)
where a(0},) is the array steering vector for the k'" target user,
pr = (2wd /) sin Oy, 0y, is the Angle of Depature (AoD). Here
h;, = a(f) is assumed to be known to the BS.

The transmitting symbol to the k*" user at time instant ¢ (the
t*" symbol period) is denoted as sj,. With the channel vector
h, = a(fy), the BS transmitting weight vector w should
satisfy

aH(Qk)w:fyksk, k=1,2,---K, 2)

W:[wlana"'va]Ta (3)

where ; is the scaling factor related to the channel gain or the
received SNR for the k" target user. The transmitting symbol
sk can have M symbol states. For example, if the modulation
is Binary Phase Shift Keying (BPSK), M = 2, the phase of
s, can be 0 or mw. Similarly, if the modulation is Quadratic
Phase Shift Keying (QPSK), M = 4, the phase of s, can be
/4, 3w /4, 57 /4, or 7w /4. In each symbol time instant, the BS
should synthesize the symbol s, of the k*" target user with the
gain 7, by designing an appropriate time-varying transmitting
weight vector w. With the multiuser assumption, in order
to obtain a common transmitting weight vector satisfying all
equations in (2) at each time instant, the transmitting weight
vector w is not constrained to be a constant modulus. Instead,
the elements in the weight vector can be any complex values.
Both the amplitude and phase of each element in the weight
vector w are changeable.

B. Problem Formulation

To achieve multicast transmission, a common transmitting
weight vector w is obtained by directly solving the following
equations

wia(f;) =151,

wha(0y) = y252,

“4)

wla(0r) = vk sk,

where [s1, 81, - Sk]| 18 a given symbol set transmitted to the
K target users, and K < N.

Unfortunately, the transmitting weight vector obtained in
Eqn. (4) cannot guarantee the communication secrecy or
provide the low sidelobe transmitting pattern, since significant
transmitting power may be leaked at the undesired directions.
In a secrecy-preserving wireless communication system, to
improve the communication secrecy, it is expected that the
antenna radiates as little power as possible to the undesired
directions for the purpose of ensuring reliable information
transmission to the target users, so that the eavesdroppers
cannot efficiently obtain the information from the received
weak signal.



To have low sidelobe multicast transmission, the pattern
synthesis can be formulated as an optimization problem with
the objective of finding the transmitting weight vector w that
minimizes the sidelobe power |wH a(6)| within the angular
range ©, which is out of the angular width of the main lobe
at each target direction. We hence formulate the problem as

min(p);
subject to wHa(0y) = yesp, k=1,2,--- , K; &)
lwHa(0)| < p,0 €O,

where i sy is the expected synthesized signal with gain v, for
the k' target user located at 0. No closed-form expression
is available for the solution w to Eqn. (5), but the numerical
solutions of the transmitting weight vector can be obtained
from iterative optimization algorithms [33].

However, the approach derived from Eqn. (5) cannot achieve
the efficient PLS protection for low sidelobe communication,
since the information still can be recovered by eavesdroppers
equipped with sufficiently sensitive radio receivers [14]. To
increase secrecy, randomness should be added to the received
weak signal at the undesired directions. Thus, the eavesdrop-
pers face difficulties in demodulating the constellations from
the deteriorated signals, even if they are equipped with highly
sensitive radio receivers.

To protect the communication secrecy, DM transmission and
AN superposition have been adopted to produce randomness
to the received signals at the undesired directions. However,
adopting these techniques to the multicast mmWave commu-
nication faces several challenges. First, the adopted DM trans-
mission and AN superposition should support multiple target
users. Second, the low sidelobe transmission pattern should be
maintained after adding the secrecy protection measures, such
as the DM and the AN. Third, the overall computational cost
should be affordable for practical implementation. In contrast,
the approach based on Eqn. (5), which achieves low sidelobe
multicast communication through complex optimization opera-
tions in each symbol period. Specifically, the data transmission
rate for the typical mmWave communication can be up to 2
Gbps [34]. For the QPSK modulation, the symbol rate is up
to 1 GBd. The approach is not practical for implementation
due to the extremely heavy burden of the optimization in Eqn.
(5) at such high symbol rate.

IV. PRELIMINARY: OBLIQUE PROJECTION

In this section, we briefly introduce the oblique projection
and the matrix of oblique projection [28], [29].

Let us define A € CNV*(L1+L2) a5 3 full column rank matrix
in the N dimensional space. The matrix can be partitioned as
A =[A},A,], where A; € CV*L1 and Ay € CV*L2, The
orthogonal projection vector p € CV*! of any N dimensional
vector b € CV*! to the (L; + Ly) dimensional subspace
R(A) is given as

p=Psb= A(AHA)”AH} b, (6)

where the orthogonal projection matrix P4 is defined as
Py = A(APA)~'AH . The orthogonal projection matrix

a1 (x1,y1,0)

Fig. 2. The oblique projection. (c = E;|;b and d = Ey|; b are the oblique
projection vectors of b = [x,y,2]T to the subspace R(a1) and R(az),
respectively.)

to the orthogonal complement space R(A) of R(A) is
Pi=1-P,.

The orthogonal projection vector p can be further decom-
posed to the sum of a vector c in the subspace R(A;) and a
vector d in the subspace R(A3) as,

p:C+d:E1‘2b+E2|1b. (7)

The matrices E;j3 and Ej|; are termed as oblique projection
matrix or oblique projector, thus,

Ei» = A1(A"PFA) AP
Eoj1 = Az(Ax""PLAS)TAPL

where P{ = I — Aj(ATA)'AH and Py = T —
Ay (AT A)"1AE are the orthogonal projection matrices to
the orthogonal complement spaces R(A;) and R*(A»),
respectively. In Eqn. (7), ¢ can be taken as the projection
vector of b onto the subspace R(A;) with projection matrix
E,j; along the direction parallel to the subspace R(As). d
can also be obtained likewise.

According to Eqn. (6) and Eqn. (7), the relationship between
the orthogonal projection matrix and the oblique projection
matrices is

(®)

Pa=Ei2+ Eg. )

In addition, it can be verified that the oblique projection
matrices are idempotent but not Hermitian symmetric. They
satisfy the following equations:

EipA1=A;, EjpAx=0,
Ez1As = As, Ep A =0.

To better understand the oblique projection, an example

is illustrated in Fig. 2. In three dimensional space, there
. . T

are two linearly independent vectors a; = [z1,y;,0]" and

a, = [acg,y%()]T, by which the matrix A = [a;,ap] can

be constructed. The subspace R(A) is the X-Y plane. The
L T

orthogonal projection vector p of vector b = [z,y,2]" onto

the subspace R(A) can be expressed as

p=P,sb=AA"A)TATDb = [z,y,0]".

(10)

(1)

As illustrated in Fig. 2, the projection vector p can be
decomposed into ¢ and d with parallelogram rule, which is
p =c+d c = Ejpb and d = E;;b are the oblique
projection vectors of b = [z,y,2]” to the subspace R(aj)
and R(az), respectively.



More general, if L > @, the full column rank matrix
A € CN*L in N dimensional space can be partitioned as
() submatrices or subspaces in column as

A:[A17A2a"' 7AQ]a (12)

where A, € CVN*La, g =1,2,---,Q and Zqul L,=1L.

In Eqn. (12), if any A, is considered as one submatrix,
the other submatrices can be combined to constitute another
submatrix A,_, which is described as

A= [Ah Ay, Ay, ,AQ] e CVx(L=La),
(13)
Thus, Eqn. (12) can be rewritten as

A=[A1, Ay Agl € R(A) = R(A,)UR(A,_). (14)

Similar to Eqn. (8), to the subspaces R(A,) and R(A,_), the
corresponding oblique projection matrices Eg,_ and E,_|,
are formulated as

B, = A AVPLA)TANPL. (5)

qlg—

Epjq=A (A PIA, )'AF P, (16)

As presented in Eqn. (9), the orthogonal projection matrix
Ps=A(A”A)"'AH to the L dimensional subspace R(A)
can be expressed as the sum of two oblique projection matri-
ces, thatis, P4 = Eq‘q, +Eq,|q. Also, P 4 can be formulated
as the sum of @) oblique projection matrices as

Q
Pa= Egq- +Eq_jg = ZEQ\q—' an
q=1

The Eqn. (17) indicates that the orthogonal projection vector
p can be decomposed into the sum of ) vectors as

Q
p=Pib=> p,

q=1

(18)

where p, = Eg,_b is the oblique projection vector of the
vector b onto the subspace R(A,).

Moreover, the computational properties in Eqn. (10) can
be extended to the scenario with () subspaces, for ¢ =

1,2,---, @), which are formulated as
_ Aiv 1= q,
_] 0, i=gq

V. OBLIQUE PROJECTION BASED SECRET
COMMUNICATION

In this section, we present the oblique projection based
secret communication scheme which consists of the following
four phases: Low Sidelobe Transmitting Pattern Optimization,
Oblique Projection Matrix Construction, Multiuser Constella-
tion Syntheses and AN Generation. The first and the second
phases are only executed if the channel changes. The third
and fourth phases are executed in each symbol period until
the channel changes. In the first phase, with the known
knowledge about target users’ channels, a primary transmitting

weight vector is obtained by optimization algorithms under the
constraint of multiple-beam pattern along with low sidelobes.
In the second phase, a transformation matrix constituted with
the aid of oblique projection matrix is also obtained from the
channel knowledge. In the third phase, the symbols of interest
are synthesized to the corresponding target users at symbol
rate, with the obtained primary transmitting weight vector and
the transformation matrix. In the fourth phase, the AN is super-
imposed to the undesired directions.

A. Low Sidelobe Transmitting Pattern Optimization

Given the channel vector of the k-th target user hy, = a(6y),
for k = 1,2,--- , K, the transmitting pattern of the BS is
designed to have K beams along with low sidelobes. Thus, the
transmitting power of the antenna can be focused on the target
directions to improve the received SNR of the target users.
Meanwhile, it increases the difficulties for the eavesdroppers to
obtain the information of the target receivers, since the power
leaked to the undesired directions is low. Similar to Eqn. (5),
the design of low sidelobe pattern with multi-beams can be
expressed as the following constrained optimization problem:

min (p) ;
subject to wla(fy) =1,k =1,2,--- | K;
lwHa(f)| < p.0 €0,

2n

where K mainlobes are defined by constraint wa(f;) = 1,
and the low sidelobes are obtained by minimizing the pattern
level within the angular range ©.

The Prob. (21) is a typical constrained optimization prob-
lem, many existing algorithms [35]-[37] can be adopted to
solve it. With the obtained numerical result wy,, the transmit-
ting pattern |w¥ a(6)| with multiple beams and low sidelobes
can be obtained. Note that the details of the optimization
solutions are not discussed in this paper.

B. Oblique Projection Matrix Construction

Given the K single-path target users with channel vectors
h, = a(fy), fork =1,2,--- | K, an additional steering vector
a(fp) # a(f), is introduced to produce AN. With these K +1
vectors, the matrix A can be constructed as

A = [a(0h),a(6h), - ,a(fx)] € CV¥EFD 0 (22)
According to Eqn. (14), the matrix A can be partitioned as
A= [a(&o), a(el)’ T 7a(9K)} € R(Ak) U R(Ak—)a (23)

where A, = a(f), and the matrix Aj_ is constituted by
removing the column k from the matrix A, i.e.,

Ak— = [3(90), e aa(ak—l)a a(9k+1)7 e aa(eK)] € CNXK‘

(24)
According to Eqn. (15) and Eqn. (16), the oblique projection
matrices Ej;,_ and E;_;, to subspaces R(A}) and R(Ay_)

can be described as
Epr- = Ap(ATP_AL) AP e CVY(25)

Ei_i = A (AL PrA ) "AL P e CVN(20)



where P,ﬁ and Pﬁ_ are the orthogonal projection matrices
to the orthogonal complement space of the subspaces R(Ay)
and R(Aj_), respectively. P;- and P{  are

Pl =1- A, (ABA)TAH c VXN,
P =I1-A;, (ALA, )'AL eV,

27
(28)

C. Multiuser Constellation Syntheses

Now we have the primary transmitting weight vector wp,
and the oblique projection matrices Eg,_ and Ej_;, where
k=1,2,---, K. Note that wp,, E|;,_, and E;_,;, all depend
on the target users’ steering vectors a(fy), k = 1,2,--- | K,
respectively. That is, they only need to be renewed when the
target user channels are changed.

Here, we present the details of constellation synthesis for
the target users at each symbol period. With wp,, Eg;_, and
Ej_jg, fork=1,2,--- , K, we define a transformation matrix
T as

K
T = (1 _ ng_‘o) +3 B, oV, (9
k=1
where the oblique projection matrices are defined in Eqn. (25)
and Eqn. (26), and ¢, is a complex value to be determined.
With the primary transmitting weight vector wy,, we define
a disturbed weight vector wq as

Wy = W, (5€j¢) , (30)

where the random complex §e/¥ can be assigned at each
symbol period to produce AN.

Then, the transmitting weight vector w of the BS is defined
as the linear transformation on wg based on the transformation
matrix T, which is given as

K
(I - Eé{m) + Z CkEﬁk,
k=1

Thus, the antenna response to the k*" target user at the
direction 6, can be described as

w, = Twg = wp. (31

K
wHa(0),) = wil {(I - Eoflo) Y c;;Enln] a(fr).
" (32)
With the properties of the oblique projection matrices de-
scribed in Eqn. (19) and Eqn. (20), we have

Eq_ja(fx) = a(bk),

[f E.} a(0)) = a(0y). 33

Thus, the antenna response in Eqn. (32) can be simplified as

whHa(0y) = ciwila(9y), (34)

so the antenna response at the direction 6 depends on cg,
rather than ¢,, forn=1,2,--- | K, n # k.

Given wq and a(fy), their inner product wila(6y), which
is a complex number, can be represented with the amplitude
By, and the phase ¢y, as

wila(0y) = |wé{a(9k)| eIk = Byel¥k, (35)

If a desired symbol e/®* along with the gain ~y; of the k'"
target user is ypsp = ke’ ®*, that is, wHa(0)) = vie/* is
expected by the k'" target user, then, the complex parameter
ci can be solved via Eqn. (34) and Eqn. (35) as

i = (y/By) e7#r 7%k, (36)

By substituting c; in Eqn. (34), the antenna response at the
kth target user’s direction 6, is the same as the desired value,
which is

wla(b)) = ciwg a(fy) = e’k (37)
Thus, the expected symbol e/®* and the gain ~; for the k*"
target user can be synthesized correctly, given c; in Eqn. (36)
and w, in Eqn. (31). By substituting ¢, in Eqn. (36), for
k=1,2,--- K, in Eqn. (31), respectively, we have w that
enables multicast communication, where each desired symbol
YreI®* can be synthesized at the direction @, for the k" target
user simultaneously. Therefore, the multicast communication
with K target users is achieved.

D. AN Generation

In this section, we present the AN generation based on
oblique projection, which is used for adding randomness to
the received signal at the undesired directions.

With the primary transmitting weight vector wy, the an-
tenna response at the direction 6y is

wila(fo) = [wila(fh)] e/*° = Boe?,  (38)
where By and ¢ can be taken as the initial magnitude and
phase of the response, respectively. Furthermore, the antenna
response at the direction 6y with the disturbed weight vector
wy in Eqn. (30) is given by

nga(go) _ |wé{a(90)| eJ¥t+ivo — (Bod) el +ivo (39)
According to the oblique projection matrix in Eqn. (33), we

have
Eq_j0a(f) =0,
K

Lz_:l CZEM/C} a(fp) = 0.

(40)

By substituting the above results in the antenna response
wlla(fy) at the direction 6 with the weight vector w, in
Eqn. (31), wa(f) can be simplified as
wila(0) = wg'a(f) = (Bod) e’V H7%0. (41)
Following Eqn. (41), the disturbing complex number de/¥ in
Eqn. (30) is eventually obtained in the antenna response at the
direction 6y through the transmitting weight vector wg. Note
that this disturbing complex number does not affect the an-
tenna response at the desired direction 0y, fork =1,2,--- | K,
as shown in Eqn. (37), since it is offset by c¢; in Eqn. (36).
In other words, the symbol transmissions from the BS to the

target users are independent to the disturbing complex number
Sel?.



Algorithm 1 Computing Steps of Transmitting Weight Vector

1: Input: The target user steering vectors a(f), k =
1,2,---, K, respectively.

2: Initialize: Solve optimization in Eqn. (21) find the pri-
mary weight vector wg,.

3: for k=1,2,---, Kdo

4 Ay = a(ek)

5: Ap_ = [a(&o), s ,a(@k_l), a(0k+1), s ,a(GK)].

6: P =1- Ay (AZA,) 1AL

7 P =I-A, (AL A, )'Af.

8 Ek:\kf = Ak(AkHPkL_Ak)_lAfpi_

9: Ej = A (AZLPLA, ) A Pr-

10: end for

11: for Each symbol period do

12: wo = wy, (6¢7¥) with random number del?.

13: for Each symbol ~v;e’**, k=1,2,---, K do
14: Brel?r = wlla(0y,).

15: Cp = (’)/k/Bk:) elPr—ian,

16: end for X

17: T = (I - Eé{lo) + 3 CkEkaf-

18: Output: TransmittingzC ;vleight vector w, = Twy.
19: end for

20: if Channel is changed then
21: Go to step 2.

22: else

23: Go to step 11.

24: end if

In contrast, the antenna response to other undesired direction
0 (0 # 6;) with the weight vector w, in Eqn. (31) is

wila(0) = (6e7?) “wil

(1-Egp) + i cZEkk_] a(b).
k=1

(42)
It can be found that the disturbing complex number §e/? is
merged with the antenna response at other undesired direc-
tions.

By randomly changing the disturbing complex number §e/¥
in Eqn. (30) at symbol rate, the random amplitude and phase
are superposed to the received signals of all eavesdroppers.
Thus, the received constellations are scrambled and cannot
be demodulated by the eavesdroppers correctively. To keep
the transmitting pattern with low sidelobes, it is suggested
that the amplitude disturbing § takes the value close to 1.
If § = 1, the communication secrecy can still be achieved
with only the random phase applied on the received signals of
eavesdroppers.

In summary, the transmitting weight vector update algorithm
for secret communication based on the oblique projection is
described in Algorithm 1.

VI. PERFORMANCE EVALUATION AND DISCUSSION

In this section, we conduct the analysis on communication
secrecy, computational complexity, and low sidelobe charac-
teristic of the proposed scheme.

A. Communication Secrecy

Exploiting Algorithm 1, we obtain a secret multicast
mmWave transmission scheme with low sidelobe transmitting
pattern based on the linear transformation on the optimized
low sidelobe primary weight vector with the aid of the oblique
projection operator. The pattern mainlobes are devised toward
target users’ directions to guarantee the effective transmission
of the intended symbols. The low sidelobe transmitting pattern
can achieve low SNRs of the eavesdroppers’ received signals
at the undesired directions. It provides a certain level of
protection on the communication secrecy with the increased
difficulties for the eavesdroppers in demodulating constella-
tions due to the low received SNRs.

By setting the parameter c; in the transformation matrix
T in Eqn. (36) at each time instant of a symbol, the symbol
el@r together with gain v, in Eqn. (37) can be synthesized to
the corresponding direction of the k*" target user. That is, the
antenna response at the direction 6, exactly equals to ye/ .
With the same transmitting weight vector w, in Eqn. (31),
the antenna response wa(f) at other undesired direction 4,
0 # 0y, can be described as

K
(I - Eo-\o) + Z &8 DT
k=1

which indicates that the antenna response at other undesired di-
rection 6 is affected by all K parameters ¢y, k =1,2,--- | K,
respectively. Thus, each symbol can be hardly separated from
the received signals at undesired directions.

If there are L constellation states for the symbol s, = ¥
with a certain modulation, then ¢ takes one of the L possible
values in Eqn. (36) at each time instant. Considering that there
are K users in the system, the weight vector w, in Eqn. (31)
can be in one of the LX different statuses. For example, with
a QPSK modulation system with 4 target users, the possible
number of the weight vector w, statuses is LX = 256.
Usually, at each different time instant, a different weight vector
in one of the L¥ statuses is generated as the transmitting
weight vector for the PLS communication system. Therefore,
the received symbols towards the undesired eavesdroppers
are scrambled, since the transmitting weight vector varies at
symbol rate.

More importantly, the AN technique based on oblique
projection is adopted. At each time instant, by randomly
varying the complex number e/¥ in Eqn. (30), the received
signals by the eavesdroppers are scrambled by the random
amplitude and phase. Thus, the transmitted constellations can
hardly be accurately extracted by the eavesdroppers.

wha(0) = wl! a(d), 43)

B. Computational Complexity

In this section, we discuss the computational complexity of
the proposed secret communication scheme.

The computation of the transmitting weight vector wy in
Eqn. (31) has two stages. The first stage takes place at each
channel update cycle, and the second occurs at every symbol
period.

For the first stage at each channel update cycle, with the
knowledge of the K target users’ steering vectors a(fy), for



k=1,2,--- K, the primary transmitting weight vector wp,
can be obtained by adopting some widely used optimization
approaches, such as convex optimization with the computa-
tional complexity of O[N35log(1/¢)] [33], where N is the
number of array elements and € is the solution accuracy. In
this stage, the oblique projection matrices Ey,_ and Ej_,
fork=1,2,---, K, are computed in Eqn. (25) and Eqn. (26).
Note that most of the computational complexities come from
the matrix inversion in Eqn. (26) and Eqn. (28). The compu-
tational complexity is O(K?) for the k" user, here K is the
number of target users. Thus, for k = 1,2,--- | K, the overall
computational complexity for the first stage is estimated as
O(K*). 1t should be pointed out that the computational burden
in the first stage is affordable for the computational hardware
resources on the BS. This is because the computation of the
primary weight vector wp, the oblique projection matrices
Eyx— and E;_y, for k = 1,2,--- | K, are performed only
once in each channel update period. Usually, the channel
update period is relatively long.

For the second stage, at each time instant for symbol
transmission, the transmitting weight vector update compu-
tations cover the Step 12 to the Step 18 in Algorithm 1.
The computations of Step 14 and Step 15 only involve the
multiplications of numbers and inner product of two vectors.
In Step 17, a linear transformation of the weight vector is
computed. Thus, the computational complexity in the second
stage at each symbol instant is acceptable.

Therefore, the overall computational complexity is low for
the hardware on the BS.

C. Low Sidelobe Analysis of Weight Vector w

The transmitting weight vector w in the proposed scheme
is the result of linear transformation on the weight vector
wo in Eqn. (31). The primary weight vector w; obtained
from the optimization problem in Eqn. (21) has the low
sidelobe characteristic. Because the weight vector wq is the
product of wy, and the scalar 6¢7?, |w{a(6)| maintains the
low sidelobe transmitting pattern. Here, we discuss the low
sidelobe characteristic of the transmitting weight vector w.

The Eqn. (31) can be rewritten as

K
W, = Wg — Eé{lowo—l— chEﬁ,% wo. (44)
k=1
By setting P4 = Eq_|g + Eq|g_, we have
K
W, = Wg — PAWO+E507WO+ chE]If“F wo. (45)
k=1

According to Eqn. (47) in [29], we have the oblique
projection of the vector wy as

Eﬁk7W0 = gkaH (ek) WOAgk7k = 071u27"'Ka (46)
where .
&=[a" (0x) Pi_a ()] (47)
X X X T
gk:{ggk)a 7g/gk)7lag]ik217"' Mg%ll} ) (48)

g® s the  gth

-1
—[Af A ] A a(y) .

Since aff (0;) wo is a scalar, Eqn. (46) is further altered
as

element of the vector

Ell,_wo = A&a' (6k) wogk, k= 0,1,2,--- K. (49)

By substituting the orthogonal projection matrix P4 =
A(ATA)~'AH and Eqn. (49) into Eqn. (45), we simply Eqn.
(45) as

W, = wo + Af, (50)
where the column f = [fo, f1,--- , fx]T € CEFTUX1 can be
formulated as
f=—(ATA)"TA"wy + gall (6y) woho+
K
(51)
> exéral (0x) wohy,
k=1

Eqn. (50) indicates that the transmitting weight vector
w, is the sum of the weight vector wy in a low sidelobe
level and a correction vector Af. Considering that A =
[a(fo),a(fy),- - ,a(fk)], Af is the linear combination of the
target users’ steering vectors a(6y), fork =0,1,--- , K. Thus,
we have

K
Ws = Wo + Z [fra (0k)].

k=0

(52)

With the weight vector wg, the antenna response to the
undesired direction 6 (0 # 0y, k=0,1,--- | K) is

K
wha(0)=wta(®) + [fkaH (Ok)a(ﬂ)].
k=0

(53)

Here, the first term on the right side is the antenna response
with the weight vector w(, which has a low sidelobe level. The
second term is the sum of K 41 inner products a’? (6;) a (6),
for Kk =0,1,---, K, respectively. Each inner product can be
taken as the antenna pattern with the weight vector a(fy). We
know that the first sidelobe level of the pattern a’ (6,)a ()
is 13.4 dB lower than its mainlobe. Thus, within the sidelobe
ranges of the angles, the second term on the right side of
Eqn. (53) has lower levels. As a result, the transmitting
weight vector w for the secret multicast communication still
has the low sidelobe characteristic, which indicates that the
transformation matrix T does not significantly change the
antenna pattern sidelobe levels of the primary weight vector
Wo.

In addition, the vector Af is the linear combination of all
target users’ steering vectors belonging to the subspace R(A).
However, the vector a(f) deviates from the steering vectors
and belongs to the orthogonal complement space of R(A),
ie., a(f) € R*+(A). Thus, the inner product af (6;)a (0)
is much smaller than that of the target direction 6 = 6, for
k =0,1,---, K. The antenna pattern w’’a () can keep the
approximately same low sidelobe characteristic as that of the

antenna pattern wia ().
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Fig. 3. The low sidelobe transmitting pattern with 3 target users located at
the angles of —60°, —10° and 55°.

VII. SIMULATION RESULTS

In this section, we conduct the simulations to validate the
superiorities of the proposed scheme for mmWave commu-
nication. The system has a BS equipped with an ULA of
N = 30, where the antenna space is d = \/2. We assume
the system is under single-path channels with Additive White
Gaussian Noise (AWGN).

A. Multiuser Low Sidelobe Transmitting Pattern

We demonstrate the validity of the multiuser low sidelobe
transmitting pattern designed in the Section V-A and analyzed
in the Section VI-C, respectively.

Fig. 3 shows the low sidelobe transmitting pattern of three
target users located at the angles of —60°, —10° and 55°,
respectively. The gray dashed line is the transmitting pattern
]wg a(9)| based on the primary transmitting weight vector
w, which is the result of the constrained optimization prob-
lem in Eqn. (21). The pattern mainlobe gains toward the target
user directions are about 6.5 dB higher than that at sidelobe
directions. With the higher received SNRs, the target users
have better communication performance.

The blue solid line stands for the transmitting pattern
|wHa(6)|, which is based on the weight vector w, obtained
from Eqn. (31). From Fig. 3, the transmitting pattern of
the proposed scheme has the low sidelobe characteristic. It
demonstrates the validity of the analysis in the Section VI-C
that the transformation matrix T does not significantly change
the sidelobe levels of the transmitting pattern. In contrast, the
transmitting pattern based on the weight vector wp in the
red dashed line, which is obtained from the solution of the
equation set in Eqn. (4), does not have the low sidelobe pattern.
The transmitting power is not concentrated on the target users’
directions.

In Fig. 4, we present a low sidelobe transmitting pattern of
five target users located at the angles of —65°, —35°, —10°,
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Fig. 4. The low sidelobe transmitting pattern with 5 target users located at
the angles of —65°, —35°, —10°, 15° and 45°.

15° and 45°. The similar results above can be obtained. The
sidelobe level is about 4.5 dB lower than that of the mainlobe.
In general, the increasing number of the mainlobes of the
transmitting pattern leads to higher levels of the sidelobes.

B. Multiuser Constellation Syntheses

To intuitively observe the performance of the proposed
scheme, we conduct the constellation synthesis simulation for
multiple target users. We consider different modulation types,
such as QPSK and 16-Quadrature Amplitude Modulation
(QAM). For simplicity, § in Eqn. (30) is set to be § = 1.

1) OPSK: Suppose there are three target users (Bobs)
located at the directions of 05, = —60°, fp, = —10°, and
0p, = 55°, respectively. There are three eavesdroppers (Eves)
with angular locations of g, = —16°, g, = —1°, and
0p, = 7°. The angle 0 of the additional steering vector
a(fp) in Eqn. (22) for oblique projection matrix construction
is set to be §p = 80°. The QPSK symbols are designed to
transmit to the three target users. The random phase v is
randomly selected in the range of (0,2n] at the symbol rate
to generate AN. To highlight the performance of the proposed
scheme, the received noise is ignored. The transmitting weight
vector w, is updated based on the steps in Algorithm 1.
The noiseless antenna response at the direction 6 can be
obtained by yr = wa(fy), for k = 1,2, 3, respectively. In
the complex plane, the drawings of the antenna responses ¥y
are the constellations. The simulation trial number is taken as
1000.

Fig. 5 shows the noiseless constellations of target users
(Bobs) in blue and eavesdroppers (Eves) in red with QPSK. It
is clear that Bobs’ constellations are always in clear shapes.
In contrast, Eves’ noiseless constellations randomly scatter
in the complex plane. Thus, only Bobs located at the target
directions of 0p, = —60°, 0p, = —10°, and 0p, = 55°
can correctly demodulate the received signal to obtain the
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Fig. 5. Noiseless received constellations at Bobs and Eves using the proposed
secret multicast transmission scheme with QPSK

information. Eves at other directions, such as 0, = —16°,
0, = —1°, and 0, = 7°, can hardly demodulate the signals
with the scrambled constellations.

2) 16-QAM: we conduct the simulation with the same sys-
tem parameters for 16-QAM. Different from the user settings
in QPSK, five Bobs located at the directions of 5, = —65°,
0p, = —35°, 0p, = —10°, Op, = 15°, and Op, = 45° are
considered. Besides, suppose there are three Eves located at
the angles of 0, = —49°, 0, = 0°, and O, = 29°.

Fig. 6 shows that with 16-QAM, similar scrambled noiseless
constellations are received by Eves at the non-desired direc-
tions, while the constellations at Bobs are all in clear shapes.

C. Security Metrics

We demonstrate the security performance of the proposed
scheme by observing the simulation results of Symbol Error
Rate (SER).

1) SER versus SNR: The settings for Bobs and Eves are
the same as that in the QPSK scenario in Section VII-B.
The QPSK symbols are transmitted to three target users.
For comparison, we consider different PLS communication
schemes, including the proposed scheme in Algorithm 1,
the Conventional Phased-Array (CPA) transmission scheme,
and the Artificial Noise Transmission (ANT) method [17].
Besides, we also consider the scheme (Non-low), in which the
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Fig. 6. Noiseless received constellations at Bobs and Eves using the proposed
secret multicast transmission scheme with 16-QAM

transmitting weight vector is obtained by Eqn. (30) and Eqn.
(31) but the weight vector w, is replaced by wp obtained
from Eqn. (4).

If the transmitting weight vector of the PLS communication
scheme is w, the antenna response at the direction 6 is
computed as

yr = wila(by) + v, (54)

where v, ~ CN (0,0?) is AWGN, for k = 1,2,--- K,
respectively. To observe the performance of each PLS scheme
versus SNR, we vary the variance of the received noise vy.
With the antenna response yy, we delete the constellation sym-
bols. Then, we estimate the SER of the PLS communication
scheme by the Monte Carlo method.

Suppose there are three target users. Fig. 7(a) shows the
SER of the target user at g, = —10°. The SER of CPA is the
lowest one. The reason is that the antenna pattern mainlobe of
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Fig. 7. Simulated SER versus SNR

CPA is designed to focus on this target user only. For the same
reason, ANT also achieves low SER. In Fig. 7(a), the SER
of the proposed scheme is lower than that of Non-low. This
benefit comes from the low sidelobe antenna pattern design as
presented in Fig. 3. Fig. 7(b) and Fig. 7(c) indicate the SERs
of another two target users at fp, = —60° and p, = 55°,
respectively. The SER of the proposed scheme is lower than
that of Non-low. It is noticeable that the SERs of ANT in
Fig. 7(b) and Fig. 7(c) are very high, it is because ANT only
supports a single target user and two Bobs are not the target
users for ANT. In addition, since the target users at 0p, =
—60° and fp, = 55° are located at the sidelobes of the CPA
pattern, their SERs decrease with increase of SNR, but they
are still much higher than that of the proposed scheme.

In Fig. 7(d), Fig. 7(e), and Fig. 7(f), we demonstrate the
SER performance of three Eves at 0, = —16°, 0, = —1°,
and 0g, = 7°. The SERs of the proposed scheme, ANT and
Non-low are all very high, even the SNR reaches up to 30
dB. It indicates that they all provide good protection on the
communication secrecy. The SERs of CPA are low in Fig. 7(d),
Fig. 7(e), and Fig. 7(f), since no PLS techniques are applied
to them.

2) SER versus angle: To further observe the performance of
the proposed scheme at all transmitting directions, we conduct
a simulation on SER versus angle by varying the receiver
direction from —90° to 90°. Suppose there are three Bobs
at the directions of —60°, —10°, and 55°, respectively. The
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Fig. 8. SER versus angle of receiver (SNR=15dB)

QPSK is adopted. The SNR is set to be 15 dB.

The transmitting weight vector w, can be obtained from
Algorithm 1. As described in Eqn. (54), the antenna response
at the direction 6 can be computed as yp = w!a()+wvy. Then,
the SERs can be estimated by the Monte Carlo method for the
receiver at the direction 6. By varying the receiver direction 6
from —90° to 90°, the SER versus angle curve can be obtained.
Fig. 8 presents the simulation result of the proposed scheme
in blue solid line. As expected, the SERs at the directions
of the three Bobs are very low, which can guarantee the
reliable communication of the target users. In contrast, the
SERs at the undesired directions are extremely high, which
demonstrates that the proposed scheme has good protection on
the communication secrecy. As comparison, the SER curves
in yellow and green belong to the CPA transmission scheme
and the ANT scheme, respectively. CPA does not have any
protection on the communication secrecy. Low SER can be
obtained in many non-target directions. ANT can only achieve
single user secret communication. Non-low has a similar SER
curve to the proposed scheme, but its SERs at the target
directions are slightly higher than that of the proposed scheme,
since it does not have the low sidelobe pattern. This result is
consistent to the simulation results in Fig. 7(b), Fig. 7(a), and
Fig. 7(c).

VIII. CONCLUSIONS

In this paper, we have proposed the low sidelobe secret mul-
ticast transmission scheme by utilizing the PLS techniques to
protect multicast mmWave communication. The low sidelobe
transmitting pattern is exploited to enhance the communication
performance for the target users, and the oblique projection
approach is integrated to protect the optimized multicast com-
munication without jeopardizing its low sidelobe transmitting
pattern. With the transmission secrecy, the received data of the
multiple target users at the desired directions are protected,
and the eavesdroppers at the undesired directions cannot
acquire any useful information. In addition, the proposed



scheme is affordable for the practical implementation due to
its low computational complexity in weight vector update at
each symbol period, such that it is particularly suitable for
the scenarios where the communication entities do not have
powerful computing capability, such as the Internet of Things
and vehicle-to-everything network. In the future work, we will
study the physical layer security techniques to protect the
multicast mmWave communication for the entities with high
mobility, such as vehicles, drones, and satellites.
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